N

worldskills
Russia

KOMILIEKT OLIEHOYHOM JTOKYMEHTALIMM Nel.1
JUISI AEMOHCTPALIMOHHOT' O DK3AMEHA 1O
CTAHIAPTAM BOPJJICKHJIJIC POCCHUS
MO KOMIIETEHIIUU Ne 39 «CETEBOE U CHCTEMHOE

AJIMUHUCTPUPOBAHUE»
(TAJEE — JEMOHCTPALIMOHHDLIN DK3AMEH)




COILEPKAHUE

[Taciopt kommuiekta oneHouHol gokymeHTauuu (KOJ[) Ne 1.1 mo komnerenunu Ne 39
«CeTeBO€ U CUCTEMHOE aJIMUHUCTPUPOBAHME .....vvinriarrieiieesiressresreesresssesssnessneennes 3

3agaHue s IEMOHCTPALIMOHHOTO SK3aMEHa 110 KOMIUIEKTY OLIEHOYHOM TOKyMeHTauu No
1.1 mo xommnerenuuu Ne 39 «CeTeBoe UM CHUCTEMHOE aJIMUHUCTPUPOBaHHE» (0Opasen)

................................................................................................................................. 42
[TpumepHsIii Tu1aH paboTsl LleHTpa npoBeneHus: 1eMOHCTpalMOHHOro sk3amena no KO/l
Ne 1.1 mo komnereHu «CeTeBOE U CHCTEMHOE IMUHUCTPUPOBAHUEN................ 84

[1nan 3acTpoilku TIOMIAKY AJIsI TPOBEACHUS IEMOHCTPAIMOHHOTO 3Kk3ameHa o KOJ[ Ne
1.1 mo xomnerenmuy Ne 39 «CeTeBoe 1 CHCTEMHOE aIMUHUCTPUPOBAHUE............ 86

IPUJIOMKEHUE ......ooooiiiii e 87



IMacnopt komiiekTa oueHOYHOM JokyMeHTanuu (KO/J) Ne 1.1 mo
komnereHIUN Ne 39 «CereBoe U CHCTEMHOE aIMUHUCTPUPOBAHM €

Kommnekt onenounoit qokymenTtamuu (KOJI) Ne 1.1 pazpaboTan B 1ie1s1x opraHu3aluu
U TPOBEICHUS JIEMOHCTPAIMOHHOTO 7Kk3ameHa mo kommeTeHuu Ne 39 «CeteBoe u
CUCTEMHOE  aJIMUHUCTPHPOBAHWE» W  pPACCUNTAH HA  BBIMOJHEHUE  3aJaHHM
POJOJKUTEIHHOCTHIO 6 YacoB.

KOJI Ne 1.1 moxer OBITh PEKOMEHIIOBAH ISl OIEHKHM OCBOCHUS OCHOBHBIX
npodeccroHanbHBIX 00pa30BaTEIbHBIX MPOrPaMM W MX YacTed, JTOMOJHUTEIbHBIX
MPOQECCUOHANIBHBIX MPOrPaMM U MporpamMM npodecCuoHaAIbHOTO0 OOYUEHHMs, a TAK)Ke Ha

COOTBETCTBHE YPOBHAM KBanu(ukauuu cornacHo Tadmuue (IIpunoxenue).

1. Ilepeyenb 3HaAHNH, YMEHUIl, HABBIKOB B COOTBeTCTBHHU €0 Crnenupukanuei
cranaapra xkommnereHuuu Ne 39 «CereBoe M cHCTEeMHOe AJMHUHUCTPUPOBAHHE)
(WorldSkills Standards Specifications, WSSS), npoBepsiemMblii B paMKaxX KOMILIEKTA
OLleHOYHOI JokyMeHTauuu (Tadauua 1).

Tadanna 1.
Pa3nen Ba:kHocThb
HaumenoBanue pasgeaa WSSS
WSSS (%)
1 Opranuszanus padoTsl M ynpaBjieHue 0,6

Crennanuct JOMHKEH 3HaTh U TIOHUMATh:

* PernameHTHpyromue JOKYMEHTHI B 00J1aCTH OXpaHbI TpyJa U
0€30I1aCHOCTH KU3HEACSATEIbHOCTH;

* B kakux cuTyanusax He0OXOAUMO MPUMEHSTH NEPCOHAIBHBIE
3allUTHBIE CPEJICTBA;

» [lopsinok paboTel, XpaHEeHUsI, 1 OOCTYKHUBaHHUsS 000PyAOBaHUS
B YCIIOBUSIX aHTUCTATHYECKOTO OKPYKCHHUS,

e Baxdocte coOMrOqeHWsT  TEXHUKM  O€30IIaCHOCTH U
aKKypaTHOCTH TIpd paboTe C KIMEHTCKUM OOOpYJOBaHUEM H
uHpopManue;

* Baxnocth Oe30macHON nepepaboTKH OTXO/IOB;

* MeTo/1bI IAHUPOBAHUS U OTIPEICTICHHS IPUOPUTETOB;

*  BaxHOCTh TOUHOI pabOTHI, MPOBEPKHU BHITTOJIHEHHONW PaOOTHI,
a TaKke BHUMaHUs K JIETANIIM BO BCEX aCIEeKTaX CBOEH paboThI,

* BaxHOCTb OpraHuM3alMud TpyJa B  COOTBETCTBHHU C

METOJHUKaAMU,




* MeToabl ¥ TEXHOJIOTHH UCCIICTOBAHHS,

*  BaxHOCTh ympaBieHUs COOCTBEHHBIM NPO(EeCCHOHATBLHBIM
pa3BUTHEM;

* Ckopoctb m3meHeHust UT-ceprl 1 BaXKHOCTH COOTBETCTBUS

COBPEMEHHOMY YPOBHIO.

Crnenuanuct J0JKEH YMETh:

* CrenoBarh mOpeAnucaHusM B 00JacTH OXpaHbl Tpylna Hu
0C30IMaCHOCTH KU3HEACATEILHOCTH;

* TlognepxuBath Oe3omacHyo pabouyro cpeny;

* OmpenensaTh M NPUMEHATh MOAXOASIINE TMEPCOHATBHBIC
3a0IUTHBIE  CPEACTBA  JUIS  OpPTaHM3aldU  AHTUCTATUYECKOTO
OKPY>KCHHS,

* BroiOupars, TpUMEHATh U OOCITYKHMBAaTh MHCTPYMEHTapuil U
000pyI0BaHUE B COOTBETCTBUY C IPABUIIAMU TEXHUKH O€30MaCHOCTH;

* [InanupoBaTh CBOIO pabOTy ISl JOCTUKEHHUS] MAaKCUMaJIbHOU
3¢ (HEeKTUBHOCTH U MOAIEPKUBATH YUCTOTY Ha paboueM MecTe;

* PerymsipHo 1UTaHUpOBaTHh M KOPPEKTHPOBATH IUIAHBI B
COOTBETCTBUH C U3MEHSIIOIIUMHUCS TPHUOPUTETAMU;

* Pabotath 3()(heKTUBHO M PEryNIspHO OLIEHUBATh PE3YJIbTAThI
CBOETO TPY/Ia;

e CooTBeTcCTBOBaTh  pa3lM4YHBIM  TpPeOOBaHMAM  TaKHX
oTpacieBbix cucteMm ceptudukainuit kak Cisco, Microsoft, Linux (co
crienuanu3anyen XoTs Obl B OJJHOM U3 3TUX 00JacTeil);

e CootrBeTcTBOBaTh  TpeOOBaHUAM,  TNPEABABISIEMBIM K
HOCHUTEIISIM JIaHHOW KOMITETEHIINH, COOTBETCTBOBATh COBPEMEHHOMY
YPOBHIO;

* JlemoHcTpupoBaTh 3(h(hEeKTUBHBIE H BCEOOBEMITIOIINE METOIbI
MOJTyYeHHUs 3HAHUI;

* JleMOHCTpHUpOBaTh HTY3Ma3M B 00JIACTU BHEAPEHUS HOBBIX
METOIOB, CUCTEM, OBITh TOTOBBIM K U3MEHEHHUSM;

*  DddexTuBHO paboTaTh B COCTaBE KOMaH/IbI.

KommyHukanus u o0menue

1,7

Crenanuct AOJDKEH 3HaTh M MOHUMATh!
* BaxkHOCTP yMeHHs ciymarh co0OecelHWKa Kak dYacTh
3¢ (heKTHBHON KOMMYHUKAIINH;
* Pomu u TtpebOoBanusa komaer u Hauboinee 3(h(heKTUBHBIC

MCTOAbl KOMMYHHKAIIUU;




* BaXHOCTh MOCTPOCHHS W MOIJEPKAHUS TPOTYKTHBHBIX
paboYNX OTHOWICHUH C KOJUIETaMH 1 YIPABIISIONINMHY;

* Merounsl 3¢ (eKTUBHON KOMaHAHOMN paboTHI;

* Cnoco0bl paspemieHUsi HENOHHMMAaHHUS WM KOH(DIMKTYIOIIMX
TpeOOBaHUH;

* Meroabl ynpaBiIeHUSI CTPECCOM U THEBOM JUIS Pa3pelIeHUs

CJIOKHBIX CI/ITyaI_[I/Iﬁ .

Crennanuct JOKEH YMETh:

* JleMOHCTpPUPOBATh PAa3BUTHIE CHOCOOHOCTH CIylmIaTh U
3ajaBaTh BONIPOCHI JUIsl OoJjiee TIIIyOOKOrO MOHMMAHUS CIIOKHBIX
CUTYalLH;

* BeictpauBats 3¢ (pekTHBHOE MHCEMEHHOE U YCTHOE OOIIeHHE
C KoJlIeramy;

* Ilonumarp  u3MeHSIOIIMECS  TpeOOBaHWS  KOJJIET U
alanTUPOBATHCS K HUM;

* AKTUBHO NpPUHMMATh ydyacThe B ()OPMHPOBAHUU CUIBHON U
3¢ (HEeKTHBHON KOMaH/IbI;

* OOMeHUMBAThCA 3HAHUSAMH H ONBITOM C KOJUIETAMU U
NOJIIEP>)KUBATh aTMOC(Epy CaMOCOBEPILIEHCTBOBAHUS B KOJUIEKTUBE;

*  VIpaBiATh CTPECCOM U pa3ApakeHUEM, J1aBaTh YBEPEHHOCTh

OKpYKarom1uMm B TOM, UTO UX HpO6JICMLI MOT'yT OBITh Pa3pClICHLI.

KoncyabTHpOBaHHEe M MOJEPKKA MOJb30BaTeIeH

11

Criennanuct JOHKEH 3HATh U IOHUMATh!

* OcHOBHBIE BO3MOYKHOCTH ompeaeneHHoro kpyra UT-cucrem
111 o0ecTieyeHns: KaueCTBEHHON TOIePKKHU;

* Iloaxonpl K IUIaHUPOBAaHHIO paboyero mpouecca € LEJIbIo
o0ecrieyeHrs: BBICOKOTO YPOBHS OOCITYXHBaHMS, CIIOCOOHOTO
YIOBJIETBOPUTH MOTPEOHOCTH MOJIB30BATENS U OpraHU3aLUY;

e PasznuuHple METOABI JEMOHCTpAMM W TNPE3EHTAUUW U
MOAICPKKH Pa3BUTHUSA HABBIKOB U 3HAHUH I10JIb30BATEIIS;

e PasnuyHble METOIBI OLICHKM BO3MOXHOCTEU IOJI30BATEINS C
LEeNbI0 YAOBJIETBOPEHUSI €ro HEMEUICHHbIX NOTpeOHOCTeH W
MIOOLLPEHUS K CAMOPa3BUTHIO;

* Pasmuunbie METOAUKHU o0y4eHus, IIO3BOJISAIOIINE
ajanTHpoBaTh Iporecc OOy4eHHs € y4eTOM HAaBBIKOB H
BO3MOXKHOCTEH MMOJIb30BaTeIICH;

* Tpenasl u BbI30BBI coBpeMeHHOH IT-uHmycTpUn U crocoOs

Pa3BUTHA, KOTOPBIC MOT'YT OBITE IpEACTABJICHBI II0JIB30BATCIIAM;




* CnocoObl BeIeHUs IEPETOBOPOB JUIsl PA3IUYHBIX CUTYALIUH.

Crennanuct JOKEH YMETh:

* 3a0yaroBpeMEHHO TMOJIEPKUBATh YPOBEHb COOCTBEHHBIX
1o3HaHuH B chepe nHPOPMALIMOHHBIX TEXHOJIOTHH;

* CBoeBpeMEHHO (B YCTaHOBJEHHBIX PErJIAMEHTOM paMKax)
OTBEYAaTh Ha 3alpoChl Kak JIOKAIbHBIX, TaK M YJAJICHHBIX
MOJIL30BaTEIICH;

e [IlnanupoBaTh ¥ IOCTOSIHHO aKTyaJIM3UpOBaTh  IUIAHBI
BBIIIOJTHEHUST  I10JIb30BATEIbCKUX 3alPOCOB K MOJJAEPXKKE JUIs
OanaHCUPOBKU NOTPEOHOCTEN MOJIb30BaTEeH U OpraHU3ally;

* TouHo onpenenaTs TpeOOBaHUS MOJIH30BATENS U OIIPABBIBATH
OXKHUJIaHUS;

* IloacuuThiBaTh BpeMsl U CTOUMOCTD BBIIIOJHEHUS PaOOTHI;

* BeiOupare Haubosee MOAXOAIINE CIIOCOOBI JIEMOHCTPALUN
i 6ojiee TOYHOTO COOTBETCTBMSI MOAAYM MaTepHaja HaBbIKaM U
3HAHUSM ayIUTOPHH;

*  DddexkTnBHO NTEMOHCTPUPOBATH HH(POPMAITMOHHBIE CHCTEMBI
10JIB30BATENISIM U TPYIIIAM I0JIb30BaTeNel sl IPEI0CTaBICHUS UM
BO3MOKHOCTEH K yJIy4IIEHHIO CBOUX HABBIKOB U 3HAHUH;

* VYcnemHo oOyyaTh IOJb30BaTeIed OYHO M 3a04HO JJIS
YCHELIHOro pa3peiieHus npodiem B oomactu UT-unppacTpykTypsl,
NPEJCTaBICHUS HOBBIX MPOIYKTOB, YJIYUIIEHUS MOJIb30BATEIbCKUX
HaBBIKOB U 3HAHM;

*  OmnpenensTh BOSMOKHOCTHU K YJIYUIIEHUIO IPOAYKTa U 00IIeH
YJOBJIETBOPEHHOCTH MOJIb30BATES;

* @opMHpOBaTh TOYHBIE, CBOEBPEMEHHBIE DPEKOMEHJIAIUN B
oOnactu OOHOBIIEHHS M TpHOOpeTeHus HOBbIX IT-poayKTOB H
CEpBHUCOB ISl yIy4IIEHHUs KauecTBa MIPUHATHUS PEeIICHUH;

*  @opMHpOBaTh KOPPEKTHBIE, OTBEYAIOIIUME TPEOOBAHUSIM U
OTpaHUYEHUSIM, PpPEKOMEHJAallMM Ha  OCHOBE  3alpocoB U
MOTpeOHOCTENH;

* Ilpunumarh ydacTHe B TEHAEPHBIX M  3aKYINOYHBIX

nporeaypax.

Ilonck M ycTpaHeHHe HEHCIIPABHOCTEH

7,1

CH@I_II/IaJII/ICT JOJI’KCH 3HATh U ITIOHUMATh:
*  BaxHOCTh CIOKOWHOTO W C(HOKYCHPOBAHHOTO IOJIX0Ja K

PELICHHIO TPOOIIEMBI;




* 3naunMocTh IT-cucTeM M 3aBHCHMOCTH IIOJIb30BaTElICH H
OpraHu3alMil OT KX TOCTYIMHOCTH;

* [lonynsapHele anmapaTHbIE U MPOTPAMMHbBIE OLTHOKY;

*  AHAIUTHUYECKUM M JUArHOCTUYECKUH MOIXOJbl K PEIICHUIO
pooem;

* I'panuisl cOOCTBEHHBIX 3HAHUMN, HABBIKOB U TTOJTHOMOYHIA;

* Curyaruu, TpeOyroIye 3cKataiyd HHITUACHTOB;

* CraHmapTHoe BpeMsi pelieHus Hauboliee MOMYJISPHBIX

npoOJeM.

Criennanuct JOKEH YMETh:

* ITlogxomute Kk mnpobiemMe ¢ HEOOXOAMMBIM YPOBHEM
YBEPEHHOCTH JUIS  YCIOKOEHHUs  TOJb30BaTelss B Ccllydae
HEOOXOIMMOCTH;

* PerynspHo mpoBepATh pe3ysbTaThl COOCTBEHHOW PabOTHI BO
n30exaHue nMpooIeM Ha MOCIEAYIONINX dTarnax;

*  VYTOYHATH HEKOPPEKTHYIO nH(pOpMaLIHIO TUIs
MIPEIOTBPALLEHUS WJIM MUHUMHU3ALUU IPOOJIEM;

* JleMOHCTpHpPOBaTh YBEPEHHOCTh M YIOPCTBO B pEIICHUU
npobem

e DbpICTpO y3HaBaTb M NOHUMAaThb CyThb HEUCIPABHOCTEM M
paspeniath UX B X0/1€ CAMOCTOSTENIbHON yIpaBisieMOl paboThl

e TmarenpHO paccienoBaTh M aHAJIM3UPOBATH  CIIOJKHBIE,
KOMILIEKCHBIE CUTYalluu U MPOOJIEMBI, IPUMEHATh METOJIMKU TIOMCKA
HEUCIIPABHOCTEMN;

* BoiOupate u npunHumarh auardHoctupytomee [1O u
MHCTPYMEHTBHI JJIs1 IOUCKA HEUCIIPABHOCTEMN;

* TlognepxuBaTh NOJb30BaTENEH B pEIICHHM NMpoOJieM depe3
COBETbHI, YKa3aHUsI U UHCTPYKLUU;

* Uckarp momomp B TeX ciydasx, Korma TpeOyercs Oomee
TIIATeNbHAs OKCIEpTU3a, u30eratb Ype3MEpPHOro  yBICUEHUS
poOIeMOii;

*  YTOUHATH ypOBEHb yJOBIETBOPEHHOCTH MOJIH30BATENS M1OCIIE
peleHust MpoOIeMBbI;

* TouHO omMCHIBaTH MHIMIEHT U JOKYMEHTHPOBATh pEIICHUE

poOIEMBI.

JAu3aitn

4,5

CHCHI/IaHI/ICT JOJIXKCH 3HAaTh U IOHUMATh.

» CereBble TOIMOJIOTUH U OKPY)KCHHUS;




» Jlornyeckue U GyHKIMOHATBHBIC THATPAMMBIL;

* Twumbl aKTHBHBIX CETEBBIX YCTPOWCTB (MapIIPyTHU3aTOPOB U
KOMMYTATOpPOB U T.[I.) U TPEOOBAHUS K UX PACIIONOKCHHIO;

* Pemrenus B o06macTu 6€30NMaCHOCTH U MX BIIMSHUE,

* (CxeMmbl aJipecaliuu;

* JlokyMeHTaIuIo Mo HaCTpOiKe 000PYAOBaHUS U TIPOTPaMM.

Criennanuct JOKEH YMETh:
* CereBble TONOJOTHH U OKPYKCHHUS;
» Jlormueckue u HyHKIMOHAIBHBIC JHAarPAMMBL;
* Tumbl aKTHBHBIX CETEBBIX YCTPOWCTB (MapIIpyTH3aTOPOB U
KOMMYTATOpPOB U T.7.) U TP€OOBAaHUS K UX PACIOIOKEHHIO;
* Pemenus B o6mactu 6€30MaCHOCTH U MX BIIUSHUE,
* (CxeMbl agpecaluu;

* JloKkyMeHTaIuIo 10 HAaCTpoiike 000pyIOBaHUS U TIPOTPaMM.

Hacrpoiika, 00HOBJIeHHe U KOH(UTYypALHs ONIEPALMOHHBIX CHCTEM

15

Creuuanuct JOHKEH 3HATh U TIOHUMATh:

* Pa3HooOpasue omnepanroHHBIX CHCTEM, X BO3MOXHOCTU K
YIIOBJIETBOPEHHIO MOJIb30BATEIBCKUX TPEOOBAHMIA,

» IIpouecc BbIOOpa MOIXOAAIINX APAaBEPOB sl pa3HBIX THUIIOB
anmapaTHBIX CPEJICTB;

* ba3zoBple (QyHKIIMU ammapaTHOro OOECICUEHUsS W IPOIEeCC
HaYalbHOM 3arpy3Ku;

* BaxHOCTh cieoBaHUs WHCTPYKIUSAM U TIOCIEICTBUSA, IICHY
peHeOpeKeHUs UMU;

* Mepbl NPenOCTOPOKHOCTU, PEKOMEHIYEMble K MPUHSATHIO
niepes yctanoBkoi [1O unm 0OHOBIIEHHEM CHCTEMBI;

* llenp JTOKyMEHTHpOBAHHUS TIPOLIECCOB OOHOBIEHUA U

YCTAHOBKH.

Cnenuanuct J0JKEH yMETh:

* BHuMarenbHO cllymiaTe MU OINPEIEIATh IOJIb30BATEIbCKUE
3aIpOCHI ISl YAOBJIETBOPEHUS OKUIAHUM;

* BpiOuparh ONEpanMoOHHYI0 CUCTEMY — MPONPHETAPHYIO WU
OTKPBITYIO;

* To4HO oOmpeAeNsITh YCTPOWCTBO M COOTBETCTBYIOLIMN €My
JpaiiBep;

* IlocnegoBaTenbHO MPOBEPATH YKA3aHHBIE MPOU3BOIUTEIIEM

MHCTPYKLWHU IIPU BBHIIOJTHEHUH OOHOBIICHMUS;




* BpiOupare ponu M BO3MOYKHOCTH OIEPALMOHHBIX CHCTEM
(taxue kak Kontposiep Jomena u 1.1.);

*  OO6cyxaaThb MpeIoKeHHbIE PEICHN [T BEIOPaHHBIX poJel
u BO3MOXKHOCTEH, COIUIAIIATBCS c KOHCTPYKTUBHBIMU
IIPEJIOKEHUSAMU OT I10JIb30BATENIEH, MEHEIKEPOB U KOJLIET;

e IloaroroBUTh  TEXHUYECKUH  JIOKYMEHT,  OTpakarolui
IIPUHATOE PEUICHUE VISl COTJIACOBAHMS U MOJIIUCH;

* KondurypupoBare HEOOXOAUMBIC PpOJIH\BO3MOKHOCTH B
COOTBETCTBUH C MHCTPYKIUAMH pa3padOTUMKOB WIN B COOTBETCTBUU
C HAWJTy4IIMMH [TPAaKTUKAMU;

* TectupoBaTb CUCTEMBI, YCTPaHATh MPOOJIEMBI M MPOBOAUTH
KOHTPOJIbHBIE IIPOBEPKHU;

° [[O6I/IBaTI>C$I IIOJIB30BAaTCIBbCKOI'O OI[O6pCHI/I${.

7 Kongurypauus cereBbIX yCTPOHCTB 15

Creunanuct JOHKEH 3HaTh U NOHUMATh:
» CereBoe OKpYKEHHUE;
* CereBble IPOTOKOJIbL;
» Ilpouecc mocTpoeHus CETH U KaK CETEBbIE YCTPOIICTBA MOTYT
OBITH HACTPOCHBI TS 2PHEKTUBHOTO B3aMO,ICHCTBHS;

e Tumnsl ceTeBBIX YCTPOKCTB.

Crenanuct J0KEH YMETh:

* MHTepnpeTnpoBaTh  TOJNB30BAaTENbCKAE  3apOChl U
TpeOOBaHUSA C TOUKH 3pEHHS] UHAYCTPHAIBHBIX CEPTU(PUKALMOHHBIX
TpeOoBaHUM;

* IlpumeHnsaTp Bce THUNBI KOHGUIypaluid, NpOrpaMMHbIE U
arrnapaTHbIC OOHOBJIEHHUS HA BCE THUIIBI CETEBLIX YCTpOﬁCTB, KOTOPBIC
MOTYT OBITh B CETEBOM OKPYXECHUU;

* IlpoexkTHpoBaTh W peasn30BHIBATh MPOLEAYPHI JUKBHUIAIMH
WHIUJICHTOB,

* TlomnepxxuBath 6a3y JaHHBIX KOHPHUTYpAIUH.

2. ®opma yyacTus

NnupuBunyanbHas

2. O0001IEHHAA OLICHOYHAA BE€IOMOCTD.
B nanHoM pasnene omnpenesnstoTcss KpUTEPHUH OIEHKH M KOJWYECTBO HAYMCISIEMBIX

OaioB (cyneiickue u 00bekTuBHEIE) (Tabmmia 2).



O6H.I€C MaKCHUMAaJIbHO BO3MOKHOE KOJIMYECTBO OaioB 3aJlaHv 110 BCEM KPUTCPHUAM

OLIEHKHU cOoCTaBJisieT 45.

Tadoauna 2.
IMposepst Bbanabl
Kpurepuii MonayJb, B KOTOPOM ) eMble Cyneiickas OBLexT
n/n HCIOJIb3YeTCH KPpUTEPHM pasaeJibl (ecam 3T0 Oomasn
HNBHas
WSSS | npumennmo)
A'Llnux A Linux Enviroments 6 0 15 15
Enviroments
B V\_/meWS B Windows Enviroments 12,34 0 15 15
Enviroments )
C.CISCO C Cisco Enviroments 7 0 15 15
Enviroments
HUTOI'O: 45 45

4. Koiim4ecTBO J3KCIEPTOB, YYACTBYIOIUIMX B OLEHKE BBINOJHEHUS 3aJaHUsHA, U
MHHHMAJIbHOE KOJIMYECTBO Ppa004YuX MeCT HA IVIOIIAKe.

4.1. MwuHHMaNbHOE  KOJHMYECTBO  JKCIEPTOB, YYACTBYIOIIMX B  OLCHKE
JE€MOHCTPALIMOHHOTO 23K3aMeHa mo komnereHuuu Ne 39 «CereBoe M CHUCTEMHOE
aAMUHUCTPUPOBAHUE) - 3 YElL.

4.2. MuHMMaIbHOE KOJIMUYECTBO pabovmMx MeCT cocTaBiseT 9.

4.3. Pacyer KoiM4ecTBa HKCHEPTOB HCXOJS U3 KOJIMYECTBA pPabOUYMX MECT U

YYaCTHUKOB OCYHIECTBIISIETCS MO cxeMe corsiacHo Tabmuue 3:

Taouuuna 3.
KonmuyectBo ~ mocToB-paboumx 1 2 3 J 00 2
MeCT 3)
KosnuecTBo y4aCTHUKOB
Ot 1 103 3 3 3 3 3 3

5. Cnucoxk 000OpyIOBaHUSI M MATEPHAJIOB, 3aNPEHIeHHbIX HA IUIOMIaJAKe (NpH
HAJIMYUH)

K mpoHocy 3ampeniatorcs Takue 3JIeKTPOHHBIE yCTPONCTBA KaK MOOMITbHEIE Tee(hOHBI,
cMapT(dOHBI, IUIeephbl, HAYIIHUKH, AUKTO(DOHBI, KaMepbl, HOYTOYKH, IIJIAHIIECTHBIC

KOMIIBIOTCPEI U IMTPOYUEC IICPCOHAIBHBIC 3JICKTPOHHBIC YCTpOﬁCTBa.




KBaJ’[I/I(l)I/IKaIII/Iﬁ B COOTBETCTBHHU C leO(l)e(!CI/IOHaJILHLIMI/I CTaHAapTaMu

Tabdauua cooTBeTCTBUA
3HAHMi, YMEHUI U MPAKTUYECKUX HABBIKOB, OLICHUBAEMbIX B PAMKAX J1€MOHCTPAIIMOHHOI0 3K3aMeHa 1o komneTeHun Ne39«CeTreBoe U CHCTEMHOe
aagvmuuucrpupoBanue» mo KO Ne 1.1 npogeccuoHaIbHBIM KOMIIETEHIIUAM, OCHOBHBIM BUIAM J1eATEIbHOCTH, peaycMoTpeHHbIM @I'OC CIIO u ypoBHAM

Ta0auma

TEXHOJIOTUH U
CIELHATU3UPOBAHHOTO
000pyI0OBaHUS.

YpoBeHn Koa n WSSS/moaynu/kput
HaumenoBanmue
arrecTauvu | HauMeHoOBaH | (CHOBHbIE BU/IbI HaunmenoBanme epUH OLICHKH 110
(mpomexyTt | une ®I'OC NeSITeJIbHOCTH Tpogeccnonayupie npodeccuoHaIbLHOr0 M yposenb - KOJ
ouHasi/ Clio ®IrocC CI10 (IIM) komnerenuuu (TMK) @TOC CMO cranaapra (IIC) KBanngglcamm (mo pemeHuI0
I'HA) pa3padorumnka)
KommuiekT oneHouHo# qokymenTaruu Nel.l, mpomomKuTenbHOCTh 6 Yac., MaKCUMaIbHO BO3MOKHBIHM Oa - 450.
T'A 09.01.02 4.3.1. BeimoaHeHue [IK 1.1. OcymecTBasTh MOHTaX MoHUTOpPUHT
Hanamuux paboT 1o MOHTaxy, | KaOelbHOH ceTH U 000PYIOBaHUS CKC c nenbto
KOMITBIOTEPH | HallaJIKe, JIOKAJIbHBIX CETeH pa3mu4HON JIOKaJIU3aIHH
BIX CceTen JKCIULyaTaluu U TOIIOJIOTUH. HEHCIIPAaBHOCTEN,
00CITy’)KUBaHUIO I1K 1.2. OcyuiecTBisATh HaCTPONKY 4
JIOKaJIbHBIX CETEBBIX MPOTOKOJIOB CEPBEPOB U
KOMITbIOTEPHBIX pabounx CTaHIIUMA.
ceTen. 1K 1.3. BeinonssaTs paboThI 110
4.3.2. BelnongHeHHe | SKCIUTyaTallud U 00CITyKHBaHUIO
pabot no CETEeBOro 000PYAOBAHMUS.
MOJKJIFOYEHHUIO K [1K 1.4. ObecnieunBaTh paboTy
rJ100aIbHBIM CHUCTEMBI PETUCTPALINH 1
KOMITbIOTEPHBIM aBTOPH3ALIUU N10JIb30BATEIEH CETH.
CETAM. IIK 1.5. OcymiecTBasiTh CUCTEMHOE
4.3.3. OGecrieyeHrne | aAMUHUCTPUPOBAHHE JIOKATBHBIX
nH(pOpMaLOHHON ceTen.
0€e301acHOCTH [IK 2.1. YcranaBnuBaTh 1
KOMIThIOTEPHBIX HACTpPanBaTh MOJKIIOUEHUS K CETH
ceTeil. WNHTepHET ¢ NOMOLIBIO0 pa3IUnYHBIX




YpoBeHn Kon n WSSS/moaynu/kput
HaumenoBaHue
arrecTauuu | HauMeHoBaH | (CHOBHbIE BU/IbI HaunmenoBanme epHuU OLEHKH 10
(mpomexyTt | une ®I'OC NeSITeJIbHOCTH Tpogeccuonannusie npodeccuoHaIbLHOr0 1 YpOBEHD KOJ
ouHasi/ CIio ®dI'oC CIo (IIM) kommereniui (K) TOC CTO cranaapra (IIC) KB UK (mo pemeHUI0
IcC
I'MA) pa3padoTYuKa)

1K 2.2. OcymecTBiaTh BEIOOp
TEXHOJIOTHH MOAKIIOUEHUS U
Tapu(HOro MJIaHa y MpoBaiiiepa
noctyna k cetu aTepHer.

I1K 2.3. YcranaBnuBaTh
CHEIHAIN3UPOBAHHBIC TPOTPAMMBI
U JIpaiiBephl, OCYIIECTBIISTD
HACTPOIKY mapaMeTpoB
MOJKIIIOUYEHUS K ceTu MHTepHeT.
I1IK 2.4. OcyiecTBasTh
YIIpaBJICHUE U yYET BXOJSIIETO U
UCXOJISIIETO TpauKa CeTH.

[1IK 2.5. MaTerpupoBaTh
JIOKaJIbHYIO CEeTh B ceTb MIHTepHeT.
I1K 2.6. YcranaBnuBaTh 1
HacTpauBaTh IPOTPaMMHOE
o0ecrnieueHre cepBepoB CETH
WNurepHer.

I1K 3.1. OGecneunBath pe3epBHOE
KOIHMPOBAHUE JIAHHBIX.

1K 3.2. OcyuiecTBisTh Mepbl IO
3alIUTe KOMIIBIOTEPHBIX CEeTEeHl OT
HECAHKIIMOHUPOBAHHOTO JOCTYIIA.
I1K 3.3. IlpumensTh
CTeIMaT3UPOBAHHBIC CPEICTBA
Juis 60pbOBI C BUpYyCaMH,
HECAHKIIMOHUPOBAHHBIMHU
pacchlIKaMU JEKTPOHHOM MOYTHI,
BPEIOHOCHBIMH ITPOTPaMMaMH.




YpoBeHn Kon n WSSS/moaynu/kput
HaumenoBaHue
arrecTauuu | HauMeHoBaH | (CHOBHbIE BU/IbI HaumenoBanue epUH OLICHKH 110
IIpodeccnonanbHbIe U YPOBEHb
(mpomexyTt | une ®I'OC NeSITeJIbHOCTH xomnerenmun (IK) ®FOC CIIO npodeccuoHaIbLHOr0 KBaInGUKANH KOJ
ouHasi/ CIio ®dI'oC CIo (IIM) cranaapra (IIC) % (mo pemeHUI0
I'MA) pa3padoTYuKa)
I1K 3.4. OcyiecTBasiTh
MEPOIPUATHS 110 3aIIUTE
NIEPCOHAIBHBIX JaHHBIX.
npomexyro | 09.02.02 4.3. TexHUK 110 5.2.1. Y4dacTtue B IpOCKTHPOBAHUHU [Tpukas AJIMUHHCTPUPOBA
unas/ TUA | Kommprorepy | KOMIBIOTEPHBIM ceTeBOW HH(PACTPYKTYPBHI. MunTtpyna Poccun ot HHe IPUKIIA/HOTO
CETSIM TOTOBUTCS K I1IK 1.1. BeimonHaTh 05.10.2015 N 684n
bl€ CeTH . " MPOrPaMMHOTO
CIIEYIOIIUM BUJIAaM | IPOEKTUPOBAHKE KaOeIbHOU 06
JCATECIbHOCTH: CTPYKTYPbl KOMIIBIOTEPHOM CETH. YTBEPKICHUU obecneyenus
4.3.1. Yuacrue B IIK 1.2. OcymecTBasTh po(hecCuOHATBLHOTO MH(OKOMMYHHKA
MPOEKTUPOBAHUU BBIOODP TEXHOJIOTHH, CTaHaapTa .
. | . LUOHHOMN
CeTeBOM MHCTPYMEHTAJIBHBIX CPEICTB U CuctemHbIit
UHPPACTPYKTYPHI. CPEZCTB BBIYNCIUTEIBHON TEXHUKHU | aIMUHHUCTPATOP CHCTCMBI
4.3.2. Opranuzanusi | pu OpraHU3AIMH MPoIecca WH(POPMaIIMOHHO- OpraHH3aINH, 5
CETEBOTO pa3paboTKHu U HCCIeI0BaHuUs KOMMYHHKAIHOHHBIX Vrpassenue
a/IMUHUCTPUPOBAHUS | 00BEKTOB MPOPECCHOHATBHOMN |
CUCTEM -
. NeSITeTLHOCTH. HIPOrpaMMHO
4.3.3.9kcrutyaranus 1K 1.3. ObecneunBaTh anmnapaTHbIMU
00BEKTOB CETEBOM 3auUTy HHGOPMAIIUHU B CETH C cpencTBamu
UH(QPaCTPYKTYPBHI. MCIIOJIb30BaHNUEM IIPOIPaMMHO-
4.3.4 BrimoHeHHE arrapaTHbIX CPEACTB. HH(OPMAIOHHEI
paboT 1Mo OJTHOM WIIH [1K 1.4. Ilpuanmats X CITy’kKO
HECKOJIbKUM ydacTue B IPUEeMO-CIaTOYHBIX MHOKOMMYHHKA
npodeccusm HCIIBITAaHUSX KOMITBIOTEPHBIX .
. LIUOHHOM
pabouux, ceTell U ceTeBoro 00opy10BaHUs
JOJKHOCTSIM pa3IMYHOIO YPOBHS U B OLICHKE CHUCTCMBI
CIyXKalux KauecTBa U SKOHOMHUYECKON OpraHM3aLui, 6

(pusIOXKEHHE K




YpoBeHn Kon n WSSS/moaynu/kput
HaumenoBaHue
arrecTauuu | HauMeHoBaH | (CHOBHbIE BU/IbI HaunmenoBanme epHuU OLEHKH 10
(mpomexyTt | une ®I'OC NeSITeJIbHOCTH Tpogeccuonannusie npodeccuoHaIbLHOr0 1 YpOBEHD KOJ
ouHas/ C110 ®IocC CI10 (IIMm) komnerennun (1K) @roc Clo cranaapra (IIC) KBAIHHKAUH (mo pemeHUI0
IcC
I'MA) pa3padoTYuKa)
Hacrosimemy ®I'OC | addexTuBHOCTH CeTEBOM AJIMUHUCTPUPOBA
CII0). TOTIOJIOTHIH. HIE CETEROI
4.4, I1IK 1.5. BeimonHATh

CrenuanucT 1o
aIMUHUCTPUPOBAHU
10 CETH TOTOBUTCS K
CJIEIYIOIIMM BHJIaM
JIeSTCIIbHOCTH
44.1.
Yuyactue B
MPOEKTUPOBAHUU
CceTeBOM
UH(QPaCTPYKTYPBHI.
4.4.2.
Opraau3zanus
CETEBOr0
aIMUHUCTPUPOBAHMS

4.4.3.
DKcIuTyaTauus
00BEKTOB CETEBOI
UH(PaCTPYKTYPHI.

4.4.4.
Ynpasnenue
CETEeBBIMU
CEpBHCAMH.

TpeOOBaHUSI HOPMATUBHO-
TEXHUYECKOH TOKYMEHTAlIUH,
HUMETH OIBIT 0(OPMIICHUS
IIPOEKTHOM TOKYMEHTALUH.

5.2.2. Opranuzanus
CETEBOr0 aJMUHUCTPUPOBAHUS.

IIK 2.1.
AJIMUHUCTPUPOBATH JIOKAJIbHBIE
BBIUNCJIUTEIbHBIE CETH U
IIPUHUMATH MEPBI TI0 YCTPAHEHUIO
BO3MOXKHBIX COOEB.

I1K 2.2.
AJIMUHUCTPUPOBATH CETEBBIE
pecypchl B MHGOPMALMOHHBIX
CUCTEMaAX.

1K 2.3. ObecneunBaTh
cOOp AAHHBIX [ aHAJIN3a
MCIOJIb30BaHUS U
(GyHKIIMOHUPOBAHUSI IPOTPAMMHO-
TEXHUUYECKUX CPE/ICTB
KOMITBIOTEPHBIX CETEH.

IIK 2.4.
B3auMozeicTBoBaTh co
CHEUAINCTaMU CMEKHOTO

MOJCUCTEMBI
MH(POKOMMYHHUKA
[AOHHOM
CHCTEMBI
opraHuzanu, 6
AJIMUHHCTpPUPOBA
HUE CHCTEMHOTO
MPOrPaMMHOTO
obecrieueHus
MH(OKOMMYHHKaA
LIMOHHOM
CUCTEMBI
OpraHu3anvu, 7
VYnpasnenue
pa3BUTHEM
MH(POKOMMYHHUKA

[IUOHHOH




YpoBeHn Kon n WSSS/moaynu/kput
HaumenoBaHue
arrecTauuu | HauMeHoBaH | (CHOBHbIE BU/IbI HaunmenoBanme epHuU OLEHKH 10
IIpodeccnonanbHbIe U YPOBEHb
(mpomexyTt | une ®I'OC NeSITeJIbHOCTH xomnerenmun (IK) ®FOC CIIO npodeccuoHaIbLHOr0 KBaInGUKANH KOJ
ouHasi/ CIio ®dI'oC CIo (IIM) cranaapra (IIC) % (mo pemeHUI0
I'MA) pa3padoTYuKa)
4.4.5. npoduiIs mpu pa3padoTKe CUCTEMBI
Yuacrtue B METOJIOB, CPE/ICTB U TEXHOJIOTHIi oprammsaru, 7
MOJIepHHU3aLUU MPUMEHEHUS 0OBEKTOB
CETEBOM po(hecCHOHATTLHOM e TEIILHOCTH.
UHPPACTPYKTYPHI. 5.2.3. DkcmyaTtanus
4.4.6. 00BEKTOB CETEBOM

Brinonnenue padot
110 OJTHOM WJIN
HECKOJIbKUM
npodeccusm
pabouux,
JOJKHOCTSIM
CITy’KaIIuX
(mpuioxeHue K
Hacrosimemy ®I'OC
CIIO).

UH(PaCTPYKTYPBHI.
IIK 3.1. YcranaBiuBaTh,

HACTPauBaTh, SKCIUTyaTUPOBATh U
00CTyUBaTh TEXHUYECKUE U
MPOrpaMMHO-aIapaTHbIE
CpEeIICTBA KOMIIBIOTEPHBIX CETEH.

1K 3.2. IIpoBoauTh
npoduIaKkTudecKrue paboThl Ha
00BbEKTaxX CeTeBOU
MH(QPaACTPYKTYphl U paboUnx
CTaHIIHSIX.

[1K 3.3. Dkcmutyaranus
CETEeBBIX KOH(PUTYpALIUH.

I1K 3.4. YuacTBOBath B
pa3pabOTKe CXEMBbI
MOCJICaBAPUITHOTO BOCCTAHOBJICHHUS
paboTOCTIOCOOHOCTH
KOMITHIOTEPHOU CETHU, BBHITIOJHSTH
BOCCTAaHOBJICHUE U PE3EPBHOE
KOMUpOBaHKE NHPOPMAITUH.




YpoBeHb
arrecTalnu
(mpomexyT

ouHas/
I'HA)

Koa n
HAUMEHOBaH
ue ®I'oC
CIIO

OcHOBHBIE BHJIBI
AeATEJIbHOCTH
®I'oC CI10 (IIM)

IIpodeccnonanbHbIe
komnerenuun (IIK) ®rocC Crio

HaumeHoBaHue
npodeccuoHaIbLHOr0
cranaapra (IIC)

HaumenoBanue
U YPOBEHb
KBAJTM(PUKAUMI
IncC

WSSS/moaynu/kput
epUH OLICHKH 110
KO
(1o pemenuro
pa3padoTYuKa)

[IK 3.5. Opranu3oBbiBaTh
WHBEHTapU3AINI0 TEXHUYECKUX
CPEJICTB CETEBOM
UHPPACTPYKTYPHI, OCYIIECTBIATH
KOHTPOJIb 000PYIOBaHHS MTOCTIE
€ro pEMOHTA.

I1K 3.6. BeinonHATh
3aMEHY pacXOJHbIX MaTEPHAJIOB U
MEJIKUI pEMOHT NepuQepuiiHoOro
000py0BaHus, OTIPEAEIATh
ycTapesiiee 000pyI0BaHHE U
MPOrpaMMHBIE CPEJICTBA CETEBOM
MH(QPaCTPYKTYPBHI.

5.4.4. Yupasnenue
CETEBBIMU CEPBUCAMH.

[1K 4.1. IlpuHumMats Mepsl
0 OTCJIEKUBAHMUIO,
IPEJOTBPALEHUIO U YCTPAHEHHIO
HEIITaTHBIX CUTYaIUil.

I1K 4.2. Kontponuposatb
CETEBYI0 HHPPACTPYKTYPY C
HCIIOJIb30BaHHUEM
WHCTPYMEHTAJBHBIX CPEJICTB
AKCILTyaTal[Ml CETEBBIX
KOH(UTyparui.

1K 4.3. ObecneunBaTh
MaKCHUMaJIbHYIO CTa0OMIIBHOCTD




YpoBeHb
arrecTalnu
(mpomexyT

ouHas/
I'HA)

Koa n
HAUMEHOBaH
ue ®I'oC
CIIO

OcHOBHBIE BHJIBI
AeATEJIbHOCTH
®I'oC CI10 (IIM)

IIpodeccnonanbHbIe
komnerenuun (IIK) ®rocC Crio

HaumeHoBaHue
npodeccuoHaIbLHOr0
cranaapra (IIC)

HaumenoBanue
U YPOBEHb
KBAJTM(PUKAUMI
IncC

WSSS/moaynu/kput
epUH OLICHKH 110
KO
(1o pemenuro
pa3padoTYuKa)

MIPEIOCTABIIIEMBIX CETEBBIX
CEPBHCOB.

I1K 4.4. IIpenocTaBisTh
COIJIACOBaHHBIE C
MH(}OpPMaLIOHHO-
TEXHOJOTUYECKUMHU
M0/Ipa3/ICJICHUSMHU CETEBBIE
CEPBUCHI U BBIIOJIHATH
HE0OXO0IUMBIE TTPOLIEAYPHI
MOJJICPIKKH.

[IK 4.5. BoccranaBinuBaTh
HOpPMaJIbHYIO PabOTy CETEBBIX
CEPBHCOB B COOTBETCTBUU C
TpeOOBaHUSAMU PETIIAMEHTOB.

[1K 4.6. Bectu yuer
IJTAaHOBOM MOTPEOHOCTH B
pacxoJHbIX MaTepuanax u
KOMILIEKTYIOIIHX.

5.4.5. Yyactue B
MOJIEpPHU3ALIMU CETEBOMN
UH(PaCTPYKTYPBHI.

IIK 5.1.
Nnentudunmposats npobdieMbl B
MpOLIECcCe IKCILTyaTalluu
IPOTPaMMHOT0 00eCTIeUeHHS.

[1K 5.2. Pa3zpaGaTbIBaTh
IIPEJIOKEHUS TI0




YpoBeHb
arrecTalnu
(mpomexyT

ouHas/
I'HA)

Koa n

HAaMMCHOBaH

ne ®IrocC
Cc11io

OcHOBHBIE BHJIBI
AeATEJIbHOCTH
®I'oC CI10 (IIM)

IIpodeccnonanbHbIe
komnerenuun (IIK) ®rocC Crio

HaumeHoBaHue
npodeccuoHaIbLHOr0
cranaapra (IIC)

HaumenoBanue
U YPOBEHb
KBAJTM(PUKAUMI
IncC

WSSS/moaynu/kput
epUH OLICHKH 110
KO
(1o pemenuro
pa3padoTYuKa)

COBEPIICHCTBOBAHUIO U
MOBBIICHHIO Y (PEKTUBHOCTH
paboTHI ceTeBON MHMPACTPYKTYPHI.

[1K 5.3. Pa3zpabatsiBath
CETEBBIC TOIIOJIOTHH B
COOTBETCTBUU C TPEOOBAHUSAMU
OTKa30yCTOMYUBOCTHU U
MTOBBIIICHUS IPOU3BOJUTEITIBHOCTH
KOPIOPATUBHON CETH.

IIK 5.4. CocraBnsTh oTUeT
IO BBITIOJIHEHHOMY 3aJ[aHHIO,
y4acTBOBATh BO BHEJIPCHHUH
pe3ynbTaTOB pa3pabOTOK.

IIK 5.5. IIpoBoauTh
AKCIEPUMEHTBHI 10 3aJaHHON
METOJIUKE, BHITIOJTHATH aHATTN3
pE3yNIbTaTOB.

5.4.6. Beimonnenue paboT
M0 OJHOM WJIM HECKOJIBKUM
npodeccusM pabodux,
JOJDKHOCTSIM CITY KAIlUX.

I'MA

09.02.06
CeteBoe

CHUCTCMHOC

u

Brimmonnenune
pabot
MPOEKTUPOBAHUIO

1o

3.4.1. Bommomnenue paboT
M0  TMPOEKTUPOBAHUIO  CETEBOM

UH(QPaCTPYKTYpPHI:

[Ipuka3
Muntpyna Poccum ot
05.10.2015 N 684n

AJIMUHUCTPUPOBA
HHUE MPUKIATHOTO

IIPOrpPaMMHOTO




YpoBeHn Kon n WSSS/moaynu/kput
HaumenoBaHue
arrecTauuu | HauMeHoBaH | (CHOBHbIE BU/IbI HaunmenoBanme epHuU OLEHKH 10
IIpodeccnonanbHbIe U YPOBEHb
(mpomexyTt | une ®I'OC NeSITeJIbHOCTH xomnerenmun (IK) ®FOC CIIO npodeccuoHaIbLHOr0 KBaInGUKANH KOJ
ouHasi/ CIio ®dI'oC CIo (IIM) cranaapra (IIC) % (mo pemeHUI0
I'MA) pa3padoTyuka)
aIMUHUCTPH | CETEBOM IIK 1.1. Brmmonaars "O0 oOecrieueHus
IIPOEKTUPOBAHUE Ka0enbHOU
pOBaHHe UHGPACTPYKTYPHI p p ! YTBEPKICHUU MHOKOMMYHHKA
Opranusanus | CTPYKTYPBI KOMIBIOTEPHON CCTH. | 0 deccnonansHOro 5
CETEBOTO cTaHjapTa HHOHHOM
I[IK 1.2. OcyiecTBiasTh p
" i NCTCMBI
AAMHAHUCTPUPOBAHUS BHIGOP TEXHOJIOTHH, CucreMHbIi cucre
OKcIuTyaTany MHCTPYMEHTAJIBHBIX  CPEACTB U | AAMHUHHCTPATOP OpraHu3aIuu, 5
s OOBEKTOB CETEBOW | CPE/CTB BBHIYUCIIUTEIIBHON TEXHUKH | HHPOPMALIMOHHO- v
IpaBJeHUE
npu OpraHu3aluu npoiecca
HHQPACTPYKTYpbl p p H pont KOMMYHUKAIIMOHHBIX
YrpasieHue pa3pabOTKu W HCCIEIOBaHUS IPOrPaMMHO-
00BEKTOB npodeccuonansHoO | cucreM"
CETEeBbIMU anmnapaTHbIMH
JIeATEIbHOCTH.
cepBUCaMU
cpelcTBaMu
ConpoBosxze I[IK 1.3. OobecneunBaTh
HUE MOJEPHU3ALMHM | 3aUTy HHPOPMAIMK B CETH C HH(OPMALTIOHHEI
CeTeBoil HCIOJIb30BaHUEM POrpamMMHO- X cityx6
anmnapaTHbIX CPeJICTB.
HH()PACTPYKTYPEI MH(OKOMMYHHKaA
IK 1.4. [Tpurumathb IHOHHOI
ydacThe B  IMPUEMO-CAATOYHBIX
CUCTEMBI

UCTIBITAaHUSIX KOMITBIOTEPHBIX CETEH
u CETEBOTO 000pyAOBaHUS
pa3IUYHOTO YPOBHS M B OLICHKE

KayecTBa u 3KOHOMHUYECKOMN
3¢ (heKTUBHOCTH ceTeBoM
TOIOJIOTHH.

IIK 1.5. BeimoausTh
TpeGoBaHUS HOpPMaTHBHO-
TEXHHYECKOH JIOKyMEHTAITNH,

opraHuzanuu, 6
AJIMUHUCTPUPOBA
HHE ceTeBoit
ITOJICHCTEMBI
MH(OKOMMYHHKA

[IUOHHOH




YpoBeHn Kon n WSSS/moaynu/kput
HaumenoBaHue
arrecTauuu | HauMeHoBaH | (CHOBHbIE BU/IbI HaunmenoBanme epHuU OLEHKH 10
(mpomexyTt | une ®I'OC NeSITeJIbHOCTH Tpogeccuonannusie npodeccuoHaIbLHOr0 1 YpOBEHD KOJ
ouHasi/ CIio ®dI'oC CIo (IIM) kommereniui (K) TOC CTO cranaapra (IIC) KB UK (mo pemeHUI0
IcC
I'MA) pa3padoTyuka)
UMETh OTIBIT odopmiteHus CHCTEMbI

HpOGKTHOfI AOKYMCHTAIIUU.

3.4.2. Opranuzanus
CETEeBOTO aIMHUHHUCTPUPOBAHUS:

IIK 2.1.
AI[MI/IHI/ICTpI/IpOBaTB JIOKaJIBHBIC
BBIYHMCIINTCIIBHBIC CETHU u

IIPpUHHUMATb MCPLBI IO YCTPAHCHHIO
BO3MOJKHBIX COOEB.

ITIK 2.2.
AJIMUHUCTPUPOBATH CeTeBbIC
pecypcbl B HMH(pOpPMAIMOHHBIX
CUCTEMaX.

I[IK 2.3. Oob6ecneunBaTh
cbop  JaHHBIX JUId  aHaJIW3a
MCIIOJIb30BaHUs "
(GYHKIMOHUPOBAHUS TPOTPAMMHO-
TEXHUUYECKUX CPEICTB
KOMITBIOTEPHBIX CETEH.

[TK 2.4.
BsaumozeiicTBoBaTh co
crernuaiIucTaMu CMEXHOTO

npoduis npu pa3padoTKe METO/IOB,
CpEeJICTB "u TEXHOJIOTUI

opranuzanuu, 6
AJIMUHHCTpPUPOBA
HUE CHCTEMHOIO
MIPOTrPaMMHOTO
obecrieyeHus
MH(POKOMMYHHUKA
MUOHHOH
CHCTEMBI
opranusanvu, 7
VYnpasnenue
pa3BUTHEM
MH(POKOMMYHHUKA
LUOHHOM
CHCTEMBI

OpraHu3anvu, 7




YpoBeHn Kon n WSSS/monynu/kput
HaumenoBaHue
arrecTauuu | HauMeHoBaH | (CHOBHbIE BU/IbI HaunmenoBanme epHuU OLEHKH 10
(mpomexyTt | une ®I'OC JAeITeJIbHOCTH Tpogeccuonannusie npodeccuoHaIbLHOr0 1 YpOBEHD KOJ
ouHasi/ cao ®dI'oC CIo (IIM) kommereniui (K) TOC CTO cranaapra (IIC) KB UK (mo pemeHUI0
IcC
I'MA) pa3padoTyuka)

IIPUMEHEHUS 00BEKTOB
npoeCCUOHATLHOMN 1eATEIbHOCTH.

3.4.3. Okcmyaranus
00BEKTOB ceTeBoi
UH(PACTPYKTYPHIL:

IIK 3.1. VYcranaBnuBarTh,
HacTpauBaTh, SKCIUTyaTUPOBaTh U
0o0CIy)KMBaTh ~ TEXHUYECKHE U
MIporpaMMHO-anmnapaTHbIe
CpencTBa KOMIIBIOTEPHBIX CETEH.

IIK 3.2. [IpoBoauThH
npoduIaKkTHYecKkue padoThHl  Ha
0o0BeKTax CeTeBOM
UHQPACTPYKTYyppl U pabodmx
CTaHITHSIX.

IIK 3.3. VYcranaBiauBarth,
HACTpaWBaTh, HKCIUTyaTUPOBATh U
00CITy)XKHBaTh CETEeBbIC
KOH(UTypamum.

IIK 3.4. VYyacrBoBath B

pa3zpaboTke CXEMBI
MOCJICaBAPUITHOTO BOCCTAHOBIICHUS
paboTocrnocoOHOCTH

KOMHI:I-OTGpHOfI CE€TU, BBIIIOJHATH




YpoBeHb
arrecTalnu
(mpomexyT

ouHas/
I'HA)

Koa n
HAUMEHOBaH
ue ®I'oC
CI10

OcHOBHBIE BHJIBI
JeATeJbHOCTH
®I'oC CI10 (IIM)

IIpodeccnonanbHbIe
komnerenuun (IIK) ®rocC Crio

HaumeHoBaHue
npodeccuoHaIbLHOr0
cranaapra (IIC)

HaumenoBanue
U YPOBEHb
KBAJTM(PUKAUMI
IncC

WSSS/monynu/kput
epUH OLICHKH 110
KO
(1o pemenuro
pa3padoTyuka)

BOCCTAHOBJICHHE U  PE3EPBHOE
KOIMPOBaHUE HH(DOPMAITIH.

I[IK 3.5. Opranu3oBbIBaTh
MHBEHTAPHU3aLHIO TEXHUYECKUX
CPEJICTB CETEBOM MHPPACTPYKTYPHI,
OCYILIECTBIISATh KOHTPOJIb
000pyI0BaHUS MOCIIE €r0 PEMOHTA.

[IK 3.6. BbInoaHATh 3aMEHY
PAcXOTHBIX MAaTEPHUATIOB U MEJKHI
PEMOHT nepudepuitHoro
00opyIoBaHuA, OTpeeATh
ycrapeBiee  oOOpylOBaHUE U
IIPOTPaMMHBIE CPEICTBA CETEBOM

MH(PaCTPYKTYPBHI.

3.4.4. VYnpasnenue
CCTCBBIMU CCPBUCAMU:

IIK 4.1. [Ipunumarp mMepsl
1o OTCJICKUBAHMUIO,
MPEIOTBPALICHUIO U YCTPAaHEHUIO
HELITaTHBIX CUTYALIHil.

IIK 4.2. KoHTpoaupoBaTh
ceTeByl0  WH(MPACTPYKTypy  C
UCTIOJIb30BaHUEM
WHCTPYMEHTAIBHBIX Cpe/CTB




YpoBeHb
arrecTalnu
(mpomexyT

ouHas/
I'HA)

Koa n
HAUMEHOBaH
ue ®I'oC
CI10

OcHOBHBIE BHJIBI
JeATeJbHOCTH
®I'oC CI10 (IIM)

IIpodeccnonanbHbIe
komnerenuun (IIK) ®rocC Crio

HaumeHoBaHue
npodeccuoHaIbLHOr0
cranaapra (IIC)

HaumenoBanue
U YPOBEHb
KBAJTM(PUKAUMI
IncC

WSSS/monynu/kput
epUH OLICHKH 110
KO
(1o pemenuro
pa3padoTyuka)

OKCILTyaTalH CEeTEeBBIX
KOH(HUTypaIui.

[IK 4.3. Oo6ecrieuuBarb

MaKCUMAaIIbHYIO CTaOMIIBHOCTD
MpeaoCTaBIsIEMBbIX CETEBBIX
CEPBHCOB.

I[IK 4.4. TIlpenocraBisiTh

COIJIACOBAHHBIE c
MH(}OPMaLIOHHO-
TEXHOJIOTUYECKUMU
HOJpa3AeICHUSIMA CeTEeBbIC
CEpPBHUCHI u BBINOJIHATh
HE0OXO0IUMBbIE IpOLEAYpPbI
TIOJIICPIKKH.

IIK 4.5. BoccranaBauBaTh
HOpPMalbHYI0O  paboOTy  CETEeBBIX
CEepBHUCOB B  COOTBETCTBUU C
TpeOOBAHUSMHU PETIIAMEHTOB.

IIK 4.6 Bectu yuer
IIJIAHOBOM MOTPeOHOCTH B
pacxoaHbIX MaTepuanax u
KOMIUIEKTYIOLIUX.

3.4.5. CormnpoBoxieHne
MOJIEPHU3AIUN CETeBOM

UH(QPaCTPYKTYPHI;




YpoBeHb
arrecTalnu
(mpomexyT

ouHas/
I'HA)

Koa n
HAUMEHOBaH
ue ®I'oC
CI10

OcHOBHBIE BHJIBI
JeATeJbHOCTH
®I'oC CI10 (IIM)

IIpodeccnonanbHbIe
komnerenuun (IIK) ®rocC Crio

HaumeHoBaHue
npodeccuoHaIbLHOr0
cranaapra (IIC)

HaumenoBanue
U YPOBEHb
KBAJTM(PUKAUMI
IncC

WSSS/monynu/kput
epUH OLICHKH 110
KO
(1o pemenuro
pa3padoTyuka)

IK 5.1.
Nnentudunmposars mpoOiemMbl B
nporecce IKCILTyaTaluu

MPOrPaMMHOTO O0ECTICUCHUSI.

I[IK 5.2. Pa3pabarbeiBath

MIPEUIOKEHUS o
COBEPIIICHCTBOBAHUIO "
MTOBBIIICHHUIO s dexTuBHOCTH

paboTHI CETeBON MHPPACTPYKTYPHI.

IIK 5.3. Pa3pabarsiBaTh

CETEBBIC TOIOJIOTUH B
COOTBETCTBUM C TpeOOBaHUIMHU
OTKa30yCTOMYNBOCTH 151

MOBBILICHUS] TPOU3BOAUTEIHLHOCTH
KOPIOPaTUBHON CETH.

IIK 5.4. CocTraBnsiTh OTYET
M0  BBIMIOJIHEHHOMY  3aJaHHIO,
y4acTBOBATh BO BHEJIPEHUU
pe3ynbTaToB pa3paboToK.

IIK 5.5. [IpoBouTH
OKCIEPUMEHTBHl 0  3aJaHHOM
METOJMKE, BBIIOJIHATh  aHAJIN3
pEe3ynbTaTOB.




YpoBeHn Kon n WSSS/monynu/kput
HaumenoBaHue
arrecranuu | HauMeHoBaH | OCHOBHBbIE BU/IbI HaumenoBaHue €pUH OLIEHKH 110
IIpodeccnonanbHbIe U YPOBEHb
(mpomexyTt | une ®I'OC NeSITeJIbHOCTH xomnerenmun (IK) ®FOC CIIO npodeccuoHaIbLHOr0 KBaInGUKANH KOJ
ouHasi/ CIio ®dI'oC CIo (IIM) cranaapra (IIC) % (mo pemeHUI0
I'MA) pa3padoTyuka)
npomexxyto | 09.02.07 ComnpoBoXxJieHHE | 3.4.4. CompoBoxJeHue u [Ipukas AJIMUHHCTpUpOBA
o0cyKuBaHUE MIPOrPaMMHOTO
yHasi/ [UA | Uadopmanu | obcnyxuBanue y porp Muntpyna Poceun 0T | e MPUKJIATHOTO
oOecrieyeHus KOMITIBIOTCPHBIX 05.10.2015 N 684n
OHHBIE MIPOrPaMMHOTO CUCTEM: "0G MIPOrPaMMHOTO
UCTEMBI U TICYCHHUS MICYCHHUS
CHCTE obecrieye MK 4.1. Ocymectamsrs | YTBEPKICHIH obecrieye
OpOrpaMMHpP | KOMITLFOTEPHBIX MHCTAIULILMIO,  HACTPOiiky 1 | MPO(eccHonaibHoro UH()OKOMMYHHKA
o0cyXKuBaHUE MIPOrPaMMHOTO CTaHJapTa .
OBaHUE CUCTEM . . IUOHHON
obecrnieueHus KOMITBIOTEPHBIX | "CHCTeMHBIH
nH(OPMALIMOHHO-
nH(pOpMAITMOHHBIX MK 4.2. OcymecTBIsTh (opmarg OpraHu3ainuu, 5
CHCTEM HU3MEPEHUS HKCIUTYyaTAIIMOHHBIX | KOMMYHUKAITHOHHBIX
XapaKTePUCTHK MPOrpaMMHOTO |
AIMUHUCTPUPOBAHH | (66 creuenms KOMITBFOTEPHBIX
CUCTEM.

e HuHPOPMAIIMOHHBIX

pecypcoB

[1K 4.3. BeInonssTh paboThl
o  MOAU(HKAIMU  OTAEIbHBIX
KOMITOHEHT IPOrpaMMHOTO
o0ecrieyeHUss B COOTBETCTBUH C
NOTPeOHOCTAMH 3aKa34MKa.

I[IK 4.4. Oob6ecneunBaTh
3aIIUTYy IPOrPaMMHOTO
obecrnieueHus KOMITBIOTEPHBIX
cUCcTeM pOTrpaMMHBIMU

CpeICTBaMHU.




YpoBeHb
arrecTalnu
(mpomexyT

ouHas/
I'HA)

Koa n
HAUMEHOBaH
ue ®I'oC
CI10

OcHOBHBIE BHJIBI
JeATeJbHOCTH
®I'oC CI10 (IIM)

IIpodeccnonanbHbIe
komnerenuun (IIK) ®rocC Crio

HaumeHoBaHue
npodeccuoHaIbLHOr0
cranaapra (IIC)

HaumenoBanue
U YPOBEHb
KBAJTM(PUKAUMI
IncC

WSSS/monynu/kput
epUH OLICHKH 110
KO
(1o pemenuro
pa3padoTyuka)

3.4.6. CormpoBosk/ieHuE
UH(OPMAIIMOHHBIX CHCTEM:

I[IK 6.1. PazpaGarbiBaTh
TEXHUYECKOe 3aJjaHue Ha
COIPOBOXKAEHHE NH()OPMALIMOHHON
CUCTEMBI.

IIK 6.2. BrinosiHaTh
UCITIpaBJICHUE ook B
IIPOrpaMMHOM INUIE
MH(OPMALIMOHHON CUCTEMBI.

IIK 6.4. OreHuBarh
Ka4ecTBO u HaJIe’KHOCTb
(GYHKIIMOHUPOBAHUS
UHPOPMALIMOHHOM  CHUCTEMBI B
COOTBETCTBUM  C  KPUTEpUAMHU
TEXHUUYECKOTO 3aaHMsl.

I[IK  6.5. OcymecTBasTh

TEXHUYECKOE COIIPOBOXKACHHUE,
OOHOBJIEHHME M BOCCTAHOBJICHHE
JTAHHBIX nH(pOpMaLOHHON

CHUCTCMBI B COOTBECTCTBUHU C
TCXHUYCCKHUM 3a1aHUECM.

3.4.10.
AJIMAUHHCTPHUPOBAHNE
WH(OPMAITMOHHBIX PECYPCOB:




YpoBeHn Kon n WSSS/moaynu/kput
HaumenoBaHue
aTTecTaliu | HAUMeHOBaH | OCHOBHbIE BU/ABI HaumeHnoBanue epUH OLICHKH 110
IIpodeccnonanbHbIe U YPOBEHb
(mpomexyTt | une ®I'OC NeSITeJIbHOCTH xomnerenmun (IK) ®FOC CIIO npodeccuoHaIbLHOr0 KBaInGUKANH KOJ
ouHasi/ CIio ®dI'oC CIo (IIM) cranaapra (IIC) % (mo pemeHUI0
I'MA) pa3padoTYuKa)
I[IK 10.1. OGpabarbIBaTh
CTaTUYECKUA W  JUHAMHYECKUUN
MH(OPMALMOHHBIN KOHTEHT.
npomexyro | 10.02.02 4.3.1. IIK 1.1. VYcranaBnuBars, [Ipukas AJIMUHUCTpUpOBaA
qHas Wndbopmaru TexHuueckoe KOHHrypupoBarb obopynoBanue | Muntpyaa Poccunm ot — CETEBOI
o0cyXKuBaHUE 3aIUIIEHHBIX 05.10.2015 N 684u
OHHaA " MOJICUCTEMBI
o0opynoBaHus TEJIEeKOMMYHUKAIIMOHHBIX CUCTEM. 06
0€30MacHOCT | 3aIUIIEHHBIX [IK 1.2. DxcrnyatupoBaTh | YTBEPXKACHUU MH(POKOMMYHHKA
b TEJIEeKOMMYHUKALIMOH | 000pyadOBaHUE 3alUIICHHBIX | MPO(EeCcCCHOHAIBHOTO HOHHOI
HBIX CHCTEM. TEJIEKOMMYHUKALMOHHBIX CUCTEM. CTaHaapTa
TEJICKOMM . CHCTEMBI
i 4.3.2. I[IK 2.1. OcymectBasats | "CucreMHbIn
HKAlMOHHBIX | TTpumeHeHne YCTaHOBKY (MOHTaX), HACTPOWKY | aIMUHUCTPATOP OpraHu3aliu
CUCTEM IIPOrpaMMHO- (Hamazaky) u 3amycK B | HH(QOPMAIIOHHO-
anmapaTHBIX, IKCIUTyaTaIHI0 HPOrPAMMHO- | 1o\ i\ IVHHKAIMOHHBIX
UH)KEHEPHO- anmapaTHbIX u MH)KEHEPHO-
CUCTEM
TEXHUYECKHUX TEXHUUYECKUX CPEICTB
METOI0B M CpeACTB | o0ecrnieyeHus  MH(DOPMAIMOHHON
obecrnieyeHus 0e301acHOCTH
MH(pOpPMaLOHHON TEJIEKOMMYHUKAIIMOHHBIX CUCTEM.
0e30MacHOCTH I[IK 2.2. Ob6ecneunBaTh
TEJIEeKOMMYHUKAIMOH | SKCIUTyaTallMl0 U COJAEpXKaHHE B
HBIX CHCTEM. paboTocrnocoOHOM COCTOSIHHH
4.3.3. IIPOrpaMMHO-aINapaTHbIX u
VYyactue B | HNH)KEHEPHO-TEXHUYECKUX CPEACTB
opraHuzanu pabor | obecriedeHuss — MH(OPMAIMOHHON
o o0ecrieyeHnto | 6€30MacHOCTH




YpoBeHn Kon n WSSS/moaynu/kput
HaumenoBaHue
aTTecTaliu | HAUMeHOBaH | OCHOBHbIE BU/ABI HaumeHnoBanue epUH OLICHKH 110
IIpodeccnonanbHbIe U YPOBEHb
(mpomexyTt | une ®I'OC NeSITeJIbHOCTH xomnerenmun (IK) ®FOC CIIO npodeccuoHaIbLHOr0 KBaInGUKANH KOJ
ouHasi/ CIio ®dI'oC CIo (IIM) cranaapra (IIC) % (mo pemeHUI0
I'MA) pa3padoTYuKa)
uH(pOpMaLOHHON TEJICeKOMMYHUKALIMOHHBIX CHUCTEM,
0e30MacHOCTH UX JUAarHOCTHUKY, OOHapy>KeHue
TEJIEeKOMMYHUKALIMOH | OTKA30B, dbopmupoBath
HBIX CHCTEM. IPEJIOKEHUS 110 UX YCTPAHEHMUIO.
IIPUHAJIEKHOCTEN.
IIK 3.3. VYuactBOoBaTh BO
BHEJJPEHUU pa3paboTaHHBIX
TEXHUYECKHUX PEIICHUI U TPOSKTOB
BO B3aWMOJCWUCTBUU C JAPYTUMHU
CHEIUAINCTaMHU, OKa3bIBaTh
TEXHUUYECKYIO MTOMOITb
UCIIOJTHUTEIISIM TIPU U3TOTOBJICHUH,
MOHTaK€, HACTPOMKE, MCIIBITAHUIX
U OKCIUTyaTallud  TEXHUYECKHUX
CPEJICTB.
npomexyto | 10.02.03 4.3.1. IIK 1.1. VYuyactBoBaTh B [Tpuka3 AJIMUHHCTpPUPOBA
anas/ THA | Undopmanm OKcrtyaTanus HKCIUTyaTaluH KOMIIOHEeHTOB | MunTpyna Poccun otT | .0 CEeTEROIL
MOACUCTEM MOJACUCTEM 6e3omacuoctu | 05.10.2015 N 684n
OHHas " MOJICUCTEMBI
0e30MacHOCTH ABTOMAaTU3UPOBAHHBIX CHUCTEM, B 06
Ge3omacHoCT aBTOMAaTHU3HUPOBAHHBI | TPOBEPKE 175, TEXHUYECKOTO | YTBEPKJICHUU MH(OKOMMYHHKA
b X CHCTEM. COCTOSIHUS, B MPOBEJEHUH | MPOPECCHOHATBHOIO HOHHO
4.3.2. TEXHUYECKOTO OOCITYy)KMBaHUS U cTaHgapTa
aBTOMaTHU3HP " . CUCTEMBI
[Tpumenenne TEKYyLEro peMOHTa, ycTpaHeHuH | "CucTeMHBbII
OBaHHBIX IIPOrpaMMHO- OTKa30B u BOCCTAHOBJIEHUM | aIMUHUCTPATOP OpraHM3anyu
CHCTEM anmapaTHbIX CpPEACTB | pabOTOCTIOCOOHOCTH.




YpoBeHn Kon n WSSS/moaynu/kput
HaumenoBaHue
arrecranuu | HauMeHoBaH | OCHOBHBbIE BU/IbI HaumenoBaHue epHuU OLEHKH 10
IIpodeccnonanbHbIe U YPOBEHb
(mpomexyTt | une ®I'OC NeSITeJIbHOCTH xomnerenmun (IK) ®FOC CIIO npodeccuoHaIbLHOr0 KBaInGUKANH KOJ
ouHasi/ CIio ®dI'oC CIo (IIM) cranaapra (IIC) % (mo pemeHUI0
I'MA) pa3padoTYuKa)
obecrieueHus I1K 1.2. BeimmoaasaTs paboThl | HHPOPMAIIMOHHO-
nH(pOpMalOHHON 1o AIMUHACTPHPOBAHUIO | 16\ i\ v HHKATIHOHHBIX
0e30MacHOCTH B | MOACUCTEM 0e30MmacHOCTH
CUCTEM

ABTOMATU3UPOBAHHBI | ABTOMATU3UPOBAHHBIX CUCTEM.
X CUCTEMAX. IIK 1.3. IIpousBoauth

4.3.3. YCTaHOBKY u a/1arTanuio
[TpumeneHue KOMITOHEHTOB MOJICUCTEM
WHXEHEPHO- Oe3omacHoCTH
TEXHUYECKUX ABTOMATU3UPOBAHHBIX CHCTEM.
CpEICTB [IK 2.1. [Ipumenars
obecrnieueHus MPOrpaMMHO-aIapaTHbIE
uH(pOPMaLOHHON CpeacTBa obecrnieueHus
0e30macHOCTH. nH(pOpMaIIMOHHOM 0€30MacHOCTH B

ABTOMATH3UPOBAHHBIX CHCTEMAX.

I[IK 2.2. VwuactBoBaThb B
OKCILTyaTaI[iH MIPOTPaMMHO-
anmapaTHbIX CPEACTB oOecreyeHus
MH(POPMALMOHHOM 6€3011acHOCTH, B
OpOBEpPKE  HUX  TEXHMYECKOIO
COCTOSIHUSA, B MIPOBEICHUU

TEXHUYCCKOI'O 06CJ'Iy>KI/IB aHus Hu

TEKYIIETO PEMOHTA, YCTpaHCHHH
OTKa30B " BOCCTaHOBJICHUH
paboTOCIIOCOOHOCTH.

IIK 2.3. VYwuactBOoBaThb B
MOHHMTOPHHIE 3 EKTUBHOCTH
PUMEHSIEMbIX POrpaMMHO-




YpoBeHn Kon n WSSS/monynu/kput
HaumenoBaHue
arrecranuu | HauMeHoBaH | OCHOBHBbIE BU/IbI HaumenoBaHue €pUH OLIEHKH 110
IIpodeccnonanbHbIe U YPOBEHb
(mpomexyTt | une ®I'OC NeSITeJIbHOCTH xomnerenmun (IK) ®FOC CIIO npodeccuoHaIbLHOr0 KBaInGUKANH KOJ
ouHasi/ CIio ®dI'oC CIo (IIM) cranaapra (IIC) % (mo pemeHUI0
I'MA) pa3padoTyuka)
anmnapaTHbIX CPeJCTB oOecreueHus
nH(pOpMaMOHHOW 0€30MacHOCTH B
ABTOMATHU3UPOBAHHBIX CHCTEMAX.
npome:xyto | 10.02.05 DKcIuTyaTanus I[IK 2.1. Ocymecrsuars | 06.030 Brmmonnenue
CTaHOBK 5 HaCTPOMK
ynast/ THA | OGecrieyeHn | aBTOMaTH3UPOBAHHBI Y Y POHKY [Tpodeccnonans | KoMIiekca mMep
OTJICTbHBIX IPOrpaMMHBIX,
e X IPOrPaMMHO-AIIAPATHBIX CPEJICTB | HbIM CTaHAapT 1o 00ecreyeHNIo
3aIUTHl THPOPMAITUH.
uHpopmanuo | (MHPOPMAIIMOHHBIX ) popman «Crneuuanuct 1o (GYHKIIMOHUPOBAH
HHOM cUCTEM B IIK  2.2.  OO6ecneuusars | 3amure uadopmanuu B | us CCCH
5 3aLUTY uHpopManuu B
€30IaCHOCT | 3aIIUIIICHHOM TEJICKOMMYHUKAIIMOHHBI | UCKIIFOUCHUEM
TIHIT ABTOMATHU3MPOBAHHBIX  CHCTEMax CHCKOMMYHHKALHO CITHOTCHHE
" HCIIOJTHEHU U, OTACJIIbHBIMA OPpOrpaMMHBIMH, | X CUCTEMaX U CETIX), ceTel CBSI3U
3 IPOrPaMMHO-AIAPATHEIMU
aBTOMATU3H ammTa BEPKJIeH IPUKA30M CHEIHATBLHOTO
P t CpeIICTBAMHU. YTBCPAICH TP H
OBaHHBIX uH(pOpMaITUU B MuHUCTepCTBA TPY/Ia U | HA3HAYCHUS) U
I[IK 2.4, OcymecTBasTh .
CUCTEM ABTOMATU3NPOBAHHL | 6aG0ricy, xpanenie u mepeagy | COLMATBHON 3aITHL CPEJICTB MX
X cucremax | HH(OpManuu OTPaHMYCHHOTO | Poccuiickon @enepauu | 3ammtsl oT HC/I,
JOCTYTIA.
MpOrpaMMHBIMU U ot 3 Hos10pst 2016 T. Ne | 5
POrpaMMHO- [IK 3.2.  OcymectBIate | 08y (3aperucTpupoBaH
IKCILTyaTaIUIo TEXHUUYECKUX
arrnapaTHbIMU CPEACTB 3amuThl MHMOPMALHMHE B MuHucrepcTBOM OO6cnyxuBaHue
CpeacTBaMu COOTBETCTBHH C  TPEOOBAHHSIMU roctuimu Poccuiickoit CPE/ICTB 3allUTHI
IKCILTyaTaIMOHHON

JOKYMCHTAIHUU.

Oenepanuu 25 HOSOPs
2016T.,

uHpopMalru B

KOMITBIOTCPHBIX




YpoBeHn Kon n WSSS/moaynu/kput
HaumenoBaHue
arrecTauuu | HauMeHoBaH | (CHOBHbIE BU/IbI HaunmenoBanme epHuU OLEHKH 10
(mpomexyTt | une ®I'OC NeSITeJIbHOCTH Tpogeccuonannusie npodeccuoHaIbLHOr0 1 YpOBEHD KOJ
ouHasi/ CIio ®dI'oC CIo (IIM) kommereniui (K) TOC CTO cranaapra (IIC) KB UK (mo pemeHUI0
IcC
I'MA) pa3padoTYuKa)

perucTpaloHHbIN Ne
44449)
06.032

[Tpodeccuonans
HBI CTaHIAPT
«Crneuuanuct 1o
0€30MacCHOCTH
KOMIIBIOTEPHBIX CUCTEM
U CeTei», YTBEPKIECH
MPUKA30M
MuHnucrepcTBa Tpya u
COIIMAILHON 3aIUTEI
Poccuiickoii denepanun
oT 1 Hos6ps 2016 1. Ne
598H (3apeructTpupoBaH
MuHucTepCcTBOM
roctuunu Poccuiickon
®denepanun 28 HOAOPA
2016 .,

CHUCTCEMAax U

ceTsx, S5

OO6cnyxuBanue
CHCTEM 3allUThI
nHpopManuu B
ABTOMATHU3HPOBAH

HBIX CHCTEeMax, 5




YpoBeHb
arrecTalnu
(mpomexyT

ouHas/
I'HA)

Koa n
HAUMEHOBaH
ue ®I'oC
CIIO

OcHOBHBIE BHJIBI
AeATEJIbHOCTH
®I'oC CI10 (IIM)

IIpodeccnonanbHbIe

komnerenuun (IIK) ®rocC Crio

HaumeHoBaHue
npodeccuoHaIbLHOr0
cranaapra (IIC)

HaumenoBanue
U YPOBEHb
KBAJTM(PUKAUMI
IncC

WSSS/moaynu/kput
epUH OLICHKH 110
KO
(1o pemenuro
pa3padoTYuKa)

perucTpaloHHbIN Ne
44464)
06.033
[Tpodeccuonans
HBI CTaHIAPT
«Crenuanuct mo
3amuTe MHGOpMAaLUH B
ABTOMATU3UPOBAHHBIX
CUCTEMAax», YTBEPKIICH
MPUKA30M
MuHnucrepcTBa Tpya u
COIIMAILHON 3aIIUTEI
Poccuiickoii denepanun
ot 15 cents16ps 2016 1.
Ne 5221
(3aperucTpupoBaH
MuHucTepcTBOM
roctuunu Poccuiickon
®Oenepanun 28
ceHtsops 2016 1.,




YpoBeHn Kon n WSSS/moaynu/kput
HaumenoBaHue
arrecranuu | HauMeHoBaH | OCHOBHBbIE BU/IbI HaumenoBaHue epHuU OLEHKH 10
IIpodeccnonanbHbIe U YPOBEHb
(mpomexyTt | une ®I'OC NeSITeJIbHOCTH xomnerenmun (IK) ®FOC CIIO npodeccuoHaIbLHOr0 KBaInGUKANH KOJ
ouHasi/ CIio ®dI'oC CIo (IIM) cranaapra (IIC) % (mo pemeHUI0
I'MA) pa3padoTyuka)
perucTpaloHHbIN Ne
43857)
npome:xyto | 10.05.02 AKCIUTyaTal[MOHHAs crocoOHOCThIO  BBINOJHATH | 06.030 Beimonnenue
CTaHOBK HaCTPOMK
yuasi/ THA | Uadopmaru Y Y POHKY, [Tpodeccrnonans | KoMIIeKCca  Mep
o0ciyXKUBaHUE, JTUArHOCTHKY,
OHHaA AKCIUTyaTallMl0 U BOCCTAHOBIIEHUE | HBIH CTaHAapT | MO0 OOecrneyeHuto
paboTOCIIOCOOHOCTH
0€30MacHOCT «Cnenuanuct 1o | GyHKIIMOHUPOBAH
TEIEKOMMYHUKAITMOHHOTO
b o0opynoBaHus u npuOopoB, | 3ammre WHGOpPMAMHA B | s CCCo
TEXHHYECKHX W  MPOrpaMMHO-
TEJIEKOMMYH TEJICKOMMYHUKAIIMOHHBI | UCKITIOYECHUEM
anmapaTHBIX  CPEACTB  3AIIUTHI
MKAIIMOHHBIX TEJIEKOMMYHUKALMOHHBIX CETeH M | X CHCTEMax MU CeTAX», | ceTei CBSI3U
cucrem (ITK-14);
CUCTEM YTBEPXKACH  MPHUKA30M | CHEIHAIBHOTO

CIIOCOOHOCTBIO TPOBOJIUTH
UHCTPYMEHTAJIbHBI  MOHHUTOPHHT
3aIINIIEHHOCTH
TEJIEKOMMYHUKAIIMOHHBIX CHCTEM,
obecrnieueHus TpedyeMoro kauecTna
obcmyxuBanus (ITK-15).

MuHnucrepcTBa Tpyaa u
COIIMAIbHOU 3aIIUTHI
Poccuiickoit denepanuu
oT 3 Hos10pst 2016 1. Ne
6081 (3apeructpupoBaH
MuHucTepCcTBOM

octuuu - Pocculickon
@eneparun 25 HOsOps

2016 r,

Ha3HAYeHUs) WU
CPEJIICTB 150
samutel ot HCJI,

5

OO6cnyxuBanue
CPEACTB  3alUThHI
uHpopMallUu B

KOMITBFOTCPHBIX




YpoBeHb
arrecTalnu
(mpomexyT

ouHas/
I'HA)

Koa n
HAUMEHOBaH
ue ®I'oC
CIIO

OcHOBHBIE BHJIBI
AeATEJIbHOCTH
®I'oC CI10 (IIM)

IIpodeccnonanbHbIe

komnerenuun (IIK) ®rocC Crio

HaumeHoBaHue
npodeccuoHaIbLHOr0
cranaapra (IIC)

HaumenoBanue
U YPOBEHb
KBAJTM(PUKAUMI
IncC

WSSS/moaynu/kput
epUH OLICHKH 110
KO
(1o pemenuro
pa3padoTYuKa)

perucTpauoHHbI ~ Ne
44449)
06.032

[Tpodeccuonans
HBI CTaHIAPT
«Crenuanuct mo
0€30MacCHOCTH
KOMITBIOTEPHBIX CUCTEM
U CeTei», YTBEPKIECH
MPUKA30M
MuHnucrepcTBa Tpya u
COIIMAILHON 3aIUTEI
Poccuiickoii denepanun
oT 1 Hos6ps 2016 1. Ne
598H (3apeructTpupoBaH
MuHucTepCcTBOM
roctuunu Poccuiickon
Deneparun 28 HOAOPA
2016 .,

CHUCTEMax M CCTAX,

5

OO6cnyxuBanue
CHCTEM  3allUThI
nHpopManuu B
ABTOMATHU3HPOBAH

HBIX CHCTEeMax, 5




YpoBeHb
arrecTalnu
(mpomexyT

ouHas/
I'HA)

Koa n
HAUMEHOBaH
ue ®I'oC
CIIO

OcHOBHBIE BHJIBI
AeATEJIbHOCTH
®I'oC CI10 (IIM)

IIpodeccnonanbHbIe

komnerenuun (IIK) ®rocC Crio

HaumeHoBaHue
npodeccuoHaIbLHOr0
cranaapra (IIC)

HaumenoBanue
U YPOBEHb
KBAJTM(PUKAUMI
IncC

WSSS/moaynu/kput
epUH OLICHKH 110
KO
(1o pemenuro
pa3padoTYuKa)

perucTpaloHHbIN Ne
44464)
06.033
[Tpodeccuonans
HBI CTaHIAPT
«Crenuanuct mo
3amuTe MHGOpMAaLUH B
ABTOMATU3UPOBAHHBIX
CUCTEMAax», YTBEPKIICH
MPUKA30M
MuHnucrepcTBa Tpya u
COIIMAILHON 3aIIUTEI
Poccuiickoii denepanun
ot 15 cents16ps 2016 1.
Ne 5221
(3aperucTpupoBaH
MuHucTepcTBOM
roctuunu Poccuiickon
®Oenepanun 28
ceHtsops 2016 1.,




YpoBeHn Kon n WSSS/monynu/kput
HaumenoBaHue
arrecranuu | HauMeHoBaH | OCHOBHBbIE BU/IbI HaumenoBaHue €pUH OLIEHKH 110
IIpodeccnonanbHbIe U YPOBEHb
(mpomexyTt | une ®I'OC NeSITeJIbHOCTH xomnerenmun (IK) ®FOC CIIO npodeccuoHaIbLHOr0 KBaInGUKANH KOJ
ouHasi/ CIio ®dI'oC CIo (IIM) cranaapra (IIC) % (mo pemeHUI0
I'MA) pa3padoTyuka)
perucTpaloHHbIN Ne
43857)
npomexyto | 10.02.04 4.3.3. Yyacrue B 06.030 Beimonnenue
OopraHusaiuu padot
YyHas O6ecneuenn | 0 P 1K 3.3. YuacTBOBaThH BO [Tpodeccnonans | KoMIiekca mMep
1o 00eCreYeHHI0
e UH(POPMALMOHHOM BHEJJPEHUHU Pa3pabOTaHHBIX HBIM cTaHAapT 1o 00ecTeyeHNI0
Oe3omacHoCTU .
uHdopmManno TEXHUUYECKUX PEHIeHUI 1 TpoeKToB | «Crenuanuct mo (GYHKIIMOHUPOBaH
TEJICKOMMYHUKAIINOH
HHOM HBIX CHCTEM. BO B3aUMOJIEUCTBUU C IPYTUMU 3amute uHGopmanuu B | us CCCH
6e30macHOCT CTIEUAIMCTAMH, OKa3bIBATh TEJICKOMMYHUKAIIMOHHBI | UCKIIFOUCHUEM
u TEXHUYECKYIO TTIOMOIIIb X CHCTEMax M CeTAX», CeTeil CBSI3U
TEJIEKOMMYH WCTIOTHUTEIISIM [IPU U3TOTOBIIEHUH, | YTBEPKACH MPUKA30M CHEIHATEHOTO
WKAIMOHHBIX MOHTa)Ke, HACTPOUKE, UCTIBITAHNAX | MUHUCTEpCTBA TPyIa U | HA3HAYCHUS) U
CHCTEM M OKCILTyaTalluy TEXHHYECKUX COIIMAITHON 3aIUTHI CPEJICTB MX

CpCAacTB.

Poccuiickoii denepanuu
ot 3 Hos0ps 2016 1. Ne
608H (3apeructpupoBaH
MuHucTepCcTBOM
roctuuu Poccuiickon
®denepanuu 25 HOAOPS
2016r.,

3amuthl or HC,
5

OO6cnyxuBanue
CPE/CTB 3aIUTHI
uHpopMaluu B

KOMITBFOTCPHBIX




YpoBeHn Kon n WSSS/moaynu/kput
HaumenoBaHue
arrecTauuu | HauMeHoBaH | (CHOBHbIE BU/IbI HaunmenoBanme epHuU OLEHKH 10
(mpomexyTt | une ®I'OC NeSITeJIbHOCTH Tpogeccuonannusie npodeccuoHaIbLHOr0 1 YpOBEHD KOJ
ouHasi/ CIio ®dI'oC CIo (IIM) kommereniui (K) TOC CTO cranaapra (IIC) KB UK (mo pemeHUI0
IcC
I'MA) pa3padoTYuKa)

perucTpaloHHbIN Ne
44449)
06.032

[Tpodeccuonans
HBI CTaHIAPT
«Crenuanuct mo
0€30MacCHOCTH
KOMITBIOTEPHBIX CUCTEM
U CeTei», YTBEPKIECH
MPUKA30M
MuHnucrepcTBa Tpya u
COIIMAILHON 3aIUTEI
Poccuiickoii denepanun
oT 1 Hos6ps 2016 1. Ne
598H (3apeructTpupoBaH
MuHucTepCcTBOM
roctuunu Poccuiickon
Deneparun 28 HOAOPA
2016 .,

CHUCTCEMAax U

ceTsx, S5

OO6cnyxuBanue
CHCTEM 3allUThI
nHpopManuu B
ABTOMATHU3HPOBAH

HBIX CHCTEeMax, 5




YpoBeHb
arrecTalnu
(mpomexyT

ouHas/
I'HA)

Koa n
HAUMEHOBaH
ue ®I'oC
CIIO

OcHOBHBIE BHJIBI
AeATEJIbHOCTH
®I'oC CI10 (IIM)

IIpodeccnonanbHbIe

komnerenuun (IIK) ®rocC Crio

HaumeHoBaHue
npodeccuoHaIbLHOr0
cranaapra (IIC)

HaumenoBanue
U YPOBEHb
KBAJTM(PUKAUMI
IncC

WSSS/moaynu/kput
epUH OLICHKH 110
KO
(1o pemenuro
pa3padoTYuKa)

perucTpaloHHbIN Ne
44464)
06.033
[Tpodeccuonans
HBI CTaHIAPT
«Crenuanuct mo
3amuTe MHGOpMAaLUH B
ABTOMATU3UPOBAHHBIX
CUCTEMAax», YTBEPKIICH
MPUKA30M
MuHnucrepcTBa Tpya u
COIIMAILHON 3aIIUTEI
Poccuiickoii denepanun
ot 15 cents16ps 2016 1.
Ne 5221
(3aperucTpupoBaH
MuHucTepcTBOM
roctuunu Poccuiickon
®Oenepanun 28
ceHtsops 2016 1.,




YpoBeHn Kon n WSSS/moaynu/kput
HaumenoBaHue
arrecrauiu | HauMeHoBaH | (OcCHOBHBIE BH/bI HaumenoBanue epUH OLICHKH 110
IIpodeccnonanbHbIe U YPOBEHb
(mpomexyTt | une ®I'OC NeSITeJIbHOCTH xomnerenmun (IK) ®FOC CIIO npodeccuoHaIbLHOr0 KBaInGUKANH KOJ
ouHasi/ CIio ®dI'oC CIo (IIM) cranaapra (IIC) % (mo pemeHUI0
I'MA) pa3padoTyuka)
perucTpaloHHbIN Ne
43857)
npomexyrto | 11.02.11 4.3.1. Texunueckas | [IK 1.1. BeInoaHATh MOHTaX U [Ipukas AIMUHUCTpUpOBaA
JKCIUTyaTarus IIPOU3BOJUTH HACTPOMKY CeTer
ynasi/ THA | Cetu cBs3U U Y P 6 POHKY Muntpyna Poccru ot HUE MPUKIATHOTO
UH(OPMALIMOHHO IIPOBOJHOTO U OECIIPOBOAHOTO 05.10.2015 N 6841 "O6
CUCTEMBI KOMMYHMKAIIMOHHBIX | @DOHEHTCKOTO JI0CTYIa. MPOrPaMMHOTO
. YTBEPKACHUU
KOMMYTallUu COTCH CRABH. obecrnieueHus
T I1K 1.2. OcyuiecTBisTh pabOThI C IpOQeCCHOHATLHOTO
n L
4.3.2. O0ecreyeHue | CETEBLIMU IPOTOKOIAMH. crannapra "CHCTeMHBIH | yydyokommyHnKa
MH(pOpMaLOHHON aIMUHUCTPATOP .
LUOHHOMN
6e30macHOCTH I1K 1.4. BBINOAHATH MOHTaX U UH(POPMAIIMOHHO-
TEJIEKOMMYHUKALMOH | MEPBUYHYIO HHCTAIUISAIIIO CUCTEMBI
. KOMMYHMKAIIMOHHBIX
HBIX  CHCTEM M | KOMIIBIOTEPHBIX CETEH.
" OpraHM3aIyH, 5
uH(GOPMaIMOHHO- CUCTEM
komMmyHUKanmoHHbIX | [TIK 1.6. [IponsBoauth VYnpasnenue
ceTeil CBsI3u. aJIMUHHUCTPUPOBAHUE CETEBOTO
IIPOrpaMMHO-
000pyI0BaHuUs.
4.3.3. TexHuueckas anmnapaTHbIMU
AKCIUTyaTaIus [IK 2.1. Ucnonb3oBath
CpeaCTBaMu
TEJICKOMMYHUKALIMOH | IPOTpaMMHO-armnapaTHbIe
HBIX CHCTEM. CpeJICTBA 3aIUTH HHPOPMAIUHU B MH(OPMaLIMOHHBI
TEJIEKOMMYHUKALIMOHHBIX
YHUKAIL X CITYXK0
CUCTEMAX U CETAX CBS3H.
MH(POKOMMYHHUKA
I1K 2.2. IIpuMeHATb CUCTEMBI .
LIUOHHOM
aHaJIM3a 3allUIIeHHOCTH JIIs
oOHapy’KeHHs ysI3BUMOCTH B CUCTEMbI

ceTeBoi HH(DpaCTPyKType,

opranmzanuu, 6




YpoBeHn Kon n WSSS/moaynu/kput
HaumenoBaHue
arrecTauuu | HauMeHoBaH | (CHOBHbIE BU/IbI HaunmenoBanme epHuU OLEHKH 10
IIpodeccnonanbHbIe U YPOBEHb
(mpomexyTt | une ®I'OC NeSITeJIbHOCTH xomnerenmun (IK) ®FOC CIIO npodeccuoHaIbLHOr0 KBaInGUKANH KOJ
ouHasi/ CIio ®dI'oC CIo (IIM) cranaapra (IIC) % (mo pemeHUI0
I'MA) pa3padorumnka)
BBIJIaBaTh PEKOMEHIAIUU 10 UX AJIMUHUCTpUPOBA
YCTPaHEHHUIO. .
HUE ceTeBoi
[1IK 2.3. O6ecrieunBarn MHOJICUCTEMEI
0e30macHoe aIMUHUCTPUPOBAHNE
MH(POKOMMYHHUKA
TEICKOMMYHUKAIIMOHHBIX CUCTEM
1 MTHPOPMAIMOHHO- IUOHHON
KOMMYHUKAITMOHHBIX CETEH CBS3H.
CHCTEMBI

IIK 3.1. BBITOIHSITE MOHTAX
000opyI0OBaHUs
TEJICKOMMYHUKAIIMOHHBIX CHCTEM.

IIK 3.2. IIpoBOANTE MOHUTOPHUHT U
JUArHOCTUKY
TEJIEKOMMYHUKAIIMOHHBIX CUCTEM.

I1K 3.3. YnpaBasTh TaHHBIMA
TEJIEKOMMYHUKAIITMOHHBIX CUCTEM.

IIK 3.4. Ycrpanarts aBapuu U
MOBPEXKACHUSI 000PYIOBAHHUS
TEJICKOMMYHUKAIIMOHHBIX CHCTEM,
BBIOMPATH METO/IbI
BOCCTAHOBJICHHS €T0
paboTOCIIOCOOHOCTH.

[1IK 3.5. BeINOAHATE MOHTaX U
obOecrieunBath paboOTy JTMHUIMA
a0OHEHTCKOTo JI0CTyNa U

opraHuzamnuu, 6
AJIMUHHCTpPUPOBA
HUE CHUCTEMHOTO
MIPOrpaMMHOI0
o0ecrnieueHus
MH(OKOMMYHHKaA
LIMOHHOM
CUCTEMBI
OpraHu3anvu, 7
VYnpasnenue
pa3BUTHEM
MH(POKOMMYHHUKA

[IUOHHOH




WSSS/moaynu/kput

YpoBeHb Koa n
HaumenoBaHue
arrecTauuu | HauMeHoBaH | (CHOBHbIE BU/IbI HaunmenoBanme epHuU OLEHKH 10
IIpodeccnonanbHbIe U YPOBEHb

(mpomexyTt | une ®I'OC NeSITeJIbHOCTH xomnerenmun (IK) ®FOC CIIO npodeccuoHaIbLHOr0 KBaInGUKANH KOJ
ouHasi/ CIio ®dI'oC CIo (IIM) cranaapra (IIC) % (mo pemeHUI0
I'MA) pa3padoTYuKa)

OKOHEYHBIX AOOHEHTCKHUX CUCTEMBI

YCTPOMCTB.

[IK 3.6. Pemars TeXHHUUECKHE
3a/1auu B 00JIaCTH AKCILTyaTaIluu
TEJICKOMMYHUKAIITMOHHBIX CUCTEM.

opranu3aivu, 7




N
world skills
Russia

3aganue 1151 AeMOHCTPAIIMOHHOI0 3K3aMEHA M0 KOMILIEKTY
oueHOYHOM JokymMeHTanuu Ne 1.1 mo komnerenuun Ne 39
«CeTeBoO€ U CHCTEMHOE A/IMMHUCTPUPOBaHUE» (00pa3en)

3ajgaHue BKIIOYACT B celst cileayromue pa3acibl:

1.  ®opwmsbl yuacTus
2. Moy 3a1aHusl, KpUTEPUH OIICHKH U HEOOXOAMMOE BpeMsI
3. Heo6xomumbie MpUitoKeHUs

HpO}lO.H)KI/ITeJIBHOCTB BBIITOJIHCHUS 3a1aHUA: 6 4.



1. POPMbI YYACTUA

NunuBuayanbHbIN.

2. 3AJIAHUE

ConepxaHueM 3K3aMEHAllMOHHOTO 3aJIaHMs SABJISIIOTCS PabOTHI MO MYyCKO-HaaJIKe
ceTeBOM HWHQPPACTPYKTYphl Ha 0a3e COBPEMEHHOTO CETEBOro OOOPYIOBaHHS U
orepalroHHbIX cucteM cemerictBa Windows u LinuX. Y4acTHUKH 3K3aMeHa MOJTydaroT
MHCTPYKIIMIO, CETEeBBIC IUarpaMMbl U METOJUYECKUE PEKOMEHAIMU 0 BHITTOJTHEHUIO.
DK3aMEHAIlMOHHOE  3aJlaHMe  HMMEET  HECKOJBbKO  MOMAYJEH,  BBITOJIHIECMBIX
MOCJIeI0BATENBHO.

3amanne JAEMOHCTPAIMOHHOTO »JK3aMEHa SBJSICTCS YTBEPXKIACHHBIM. B  Hem
MIPUCYTCTBYIOT 3 U3 5 MOJyJIeH, T.€. BO3MOXKHO HabpaTh MakcuMasibHO 45 u3 100 6amios

Ox3ameH BkimovaeT B cebst Ilycko-Hamanky wuH@pacTpykTypbl Ha ocHoBe OC
cemeiictBa Linux; Ilycko-namanky wuHppacTpykTypel Ha ocHoBe OC cemelicTBa
Windows; ITycko-Hanaaky TeIeKOMMYHHKAITMOHHOTO 000PY/10BaHHMS.

OkoHUaTenbHAs METOAWKAa TMPOBEPKH YTOUHSIOTCS wWiIeHaMH kiopu. OreHka
MIPOU3BOIUTCS B OTHOIICHUH pabOThI MOy IeH. Ecin ydacTHUK dK3aMeHa HE BBITIOTHICT
TpeOOBaHUS TEXHUKA O€30MacHOCTH, MOABEpPraeT OMACHOCTH ce0s WU JPyrux
YYaCTHUKOB, TAKOH YYaCTHUK MOKET ObITh OTCTPAHEH OT dK3aMeHa.

Bpewms u neranu sK3aMeHAIMOHHOTO 3aJ]aHus B 3aBUCHMOCTH OT JK3aMEHAIMOHHBIX
YCJIOBUH MOTYT OBITh M3MEHEHBI UJIEHaMH KIOpU, MO COTJIACOBAHUIO C MEHEIKEPOM
KOMIICTCHITUH.

DK3aMeHAIMOHHOE 3aJ]aHUE JOJDKHO BBIMOJIHATHCS MO MOJIYJBHO, ITUKINYECKHU TI0
MoayiisiMm A-B-C. OnieHka Kax10ro MOTYJIS IPOUCXOAUT ExkeTHeBHO.

3amanusi pa3paboTaHbl HW MPOTECTUPOBAHBI TPYIIONW CePTUDHUITMPOBAHHBIX

OKCIICPTOB:



3. MOAYJIA 3AJAHUA N HEOBXOJNUMOE BPEMS

Mopynu u Bpemsi Iipue/ieHbl B Taduie 1

Tabmuua 1 — BpeMs BbIIIOJTHEHHE MOTYJIS

Kpurepunii | MoayJib, B | Bpems Ha | IIpoBepsiem Banusl
n/n KOTOPOM BBINOJIHCHUS ble Cyneiickas O0bexkTn | O0mas
HMCIO0JIb3YeTCs MOIYJIst pa3aejibl (ecan 3TO | BHas
KpUTepuii WSSS NPUMEHUMO)
A Linux .
. A Linux
1 | Envirome . 2 4aca 6 0 15 15
Enviroments
nts
B
Windows | B Windows
2 . . 2 yaca 1,2,3,4,5 0 15 15
Envirome | Enviroments
nts
C Cisco .
i C Cisco
3 | Envirome . 2 yaca 7 0 15 15
Enviroments
nts
Hroro = 0 45 45
Moayas A: «llyckonanaaka uHdpacTtpykrypsl Ha ocHoBe OC cemeiicTBa
Linux»
BBEJIEHUE

YMeHue paboTarh ¢ CHCTeMaMu Ha OCHOBE OTKPBITOTO MCXOJHOTO KOJa CTAaHOBUTCS
Bce 0osiee BaXKHBIM HABBIKOM JJISI TEX, KTO YKeJIaeT MOCTPOUTH yCTenHyko kapsepy B UT.
JlanHOoe DK3aMEHAIMOHHOE 3aJ]aHke COJIEPKUT MHOXKECTBO 33/]1a4, OCHOBAaHHBIX Ha OIBITE
peabHOM HJKCIUTyaTallud WH(GOPMAIIMOHHBIX CHUCTEM, B OCHOBHOM, HWHTEIpallUd M|
ayrcopcunre. Eciam BbI MOkeTe BBITTOJIHHTH 3aJaHUE C BBICOKUM PE3yJIbTaTOM, TO BBI
TOYHO CMOXeTe OOCHyXKHBaTh HMH(POPMANUOHHYIO HHPPACTPYKTYPY OOJIBIIOTO
MPEATPUITHS.

OIINCAHUE 39K3AMEHAIIMOHHOI'O 3AJIAHUSA
JlanHoe DK3aMeHallMOHHOE 3aJlaHue pa3pabdoTaHO C HCIMOJIb30BAHHUEM Pa3IMYHBIX

OTKPBITBIX TEXHOJIOTHH, C KOTOPBIMU BbI JOJKHBI OBITh 3HAKOMBI 110 CEPTU(HUKALUOHHBIM
kypcam LPIC u Red Hat. 3ananust mojeneHsl Ha CIENYIONNE CEKITHH:

« bazoBas konduryparus

« Kondurypamus cereBoit ”HPpaCTPyKTypbl

o Ciy0bl LEHTPATU30BAHHOTO YIPABJIECHUS U )KypPHAIUPOBAHUS

« Kondurypamus cmyx0 yaaneHHOTro 10CTymna

« Koudurypamus Bed-ciayx0



o Kondurypanus cinyx06 XpaHeHus: JaHHBIX
o Koudurypanus mapameTpoB 6€301aCHOCTU U CIYX0 ayTeHTHUKAIUH
Cekuuu HE3aBUCUMBI APYT OT JIpyra, HO BMECTE OHU 00pa3yroT JOCTATOYHO CIOKHYIO

uHppacTpyktypy. HexoTopwie 3amaHusi TOCTATOYHO HPOCTHI M TMOHSTHBI, HEKOTOPHIC
MOTYT OBITh HEOUEBHUIHBIMU. MOXKHO 3aMETUTh, YTO HEKOTOPbIE TEXHOJOTHH JIOJIKHBI
paboTaTh B CBSI3KE WJIM TMOBEpPX JApPYyrHX TexHosoruil. Hampumep, nuHamuudeckas
MaplIpyTH3alKs JTOJDKHA BBITIOJHATHCS MOBEPX HACTPOCHHOTO MEXKIY OpTraHM3alUsSIMU
TyHHENs. BaXHO mMOHUMAaTh, YTO €CIM BaM HE YJAIOCh HACTPOUTH TMOJHOCTBHIO
TEXHOJIOTMYECKHI CTEK, TO ATO HE O3HAYaeT, uTo pabota He OyzaeT orneHeHa. Hampumep,
Ui yAAJIEHHOTO JIOCTyNa HeoOXoauMmMo HacTpouTh IPsec-TyHHENb, BHYTpH KOTOPOTO
oprann3oBatb GRE-TyHHens. Ecim, HanmpuMep, BaM HE yJIalloCh HACTPOUTH IPsec, HO BbI
cmoriu Hactpouth GRE, To BbI Bee ellie nmomy4yute 0auibl 32 OpraHU3aluio yAaJIeHHOTO
J0CTyna.

NHCTPYKIUU ]I YHACTHUKA
B nepByto odepenb HEOOXOIMMO MPOYUTATH 3aJaHUE MOTHOCThIO. ClieayeT oOpaTUuTh

BHUMAaHHUE, 4TO 3aJJaHHE COCTABJICHO HE B XPOHOJIOTMYECKOM Nopsaake. HekoTopele cexuun
MOTYT NOTpeOOBaTh ACHCTBUN W3 JIPYTrUX CEKLMH, KOTOpble M3JI0KEeHbl HUke. Ha Bac
BO3JIaraeTcsi OTBETCTBEHHOCTh 3a paclpeziesieHue cBoero pabouero Bpemenu. He tparbre
BpeMs, €ClIM y Bac BO3HHUKJIM MPOOJEMbl C HEKOTOPBIMU 3aJaHUsIMHU. Bbl Moxere
UCIIOJIb30BaTh BPEMEHHBIE PEIIeHUs (€CIH Y BAC €CTh 3aBUCUMOCTH B TEXHOJIOTHYECKOM
CTEKE) U MPOJIOJKUTH BBITIOJHEHUE APYTUX 3a7a4. PekoMeH1yeTcs TiaTeabHO NpOBEPSThH
pe3yJbTaThl CBOCH pabOTHI.

JIocTyn KO BceM BUPTYaJIbHBIM MalllMHAM HACTPOEH 110 aKKayHTY root:toor.

Ecnu Bam TpebyeTcst ycTaHOBUTH Maposib, (M OH HE yKa3aH B 3aJlaHWMN) UCTIOIB3YHTE:
“P@sswOrd”.

Buptyanenas mammna ISP npennactpoeHa. YHOpaBistomMi JOCTYN y4YacTHUKA K
NAHHOW BUPTYyaJbHOM MalllMHE JUIA BBINOJHEHUs 3aJaHus He npenycmorpeH. [Ipu
MOMBITKE €ro cOpoca BO3HUKHYT MPOOIEMBI.

Opranmsamnus LEFT Bximouaer Buptyansubie Mamunbl: L-SRV, L-FW, L-RTR-A, L-
RTR-B, L-CLI-A, L-CLI-B.

Opraams3amnus RIGHT Bkmodaet Buptyanenbie mammabl: R-SRV, R-FW, R-RTR, R-
CLI.

HEOBXO/IUMOE OBOPYJIOBAHMUE, ITPUBOPHLIL, 11O U MATEPUAJIBI



Oxmpmaercsi, dYTO DK3aMEHAIMOHHOE 3aJaHWE BBIMOTHAMO YYacCTHHKOM C
npUBJIeYCHHEM 000PYIOBaHUS U MaTepUaIoOB, ykazaHHbIX B HppacTpykTypHOM JlNcre.

B kauectBe cucremuoii OC B opranuzamuu LEFT ucnonesyercs Debian

B xauectBe cuctemuoit OC B opranuzanuu RIGHT ucnons3yercs CentOS

Bam noctynen muck CentOS-7-x86_64-Everything-1810.iso

Bam noctynen muck debian-10.0.0-amd64-BD-1.iso

Bam noctynen muck debian-10.0.0-amd64-BD-2.iso

Bam noctynen muck debian-10.0.0-amd64-BD-3.iso

Bam noctynen muck debian-10.0.0-amd64-BD-4.iso

Bam nocrynen nuck Additional.iso, Ha KOTOpoM pacrosiaraloTcst Hepoctaronue RPM
MAKEThI

Buaumanue! Bee ykazaHHbIE KOMITIOHEHTHI MPEAOCTABIISIOTCS ydacTHHKAM B Buze [SO-
(aiIoB Ha JIOKAILHOM WIIH YAAJICHHOM XPaHWJIHIIE.

Y4acTHUKH HE HMEIOT TTpaBa IMoJIb30BaThCs JTFOOBIMU YCTPOHCTBAMH, 32 UCKITIOUCHUEM
HaXOAIIUXCS Ha pab0YrMX MECTaxX yCTPOUCTB, MPEIOCTABICHHBIX OPTaHU3aTOPAMH.

YyacTHUKM HE UMEIT MpaBa MPUHOCHUTH C cOOOW Ha paboyee MeCTO 3apaHee
MOJITOTOBJICHHBIE TEKCTOBBIC MaTCPHAIIBI.

B wurTore y4YacTHMKH JOJDKHBI OOECHEYHWTh HaJIWuMe M (PYHKIIMOHHUPOBAHUE B
COOTBETCTBHH C 33JJaHUEM CIY)KO M POJICH Ha yKa3aHHBIX BUPTyaJbHbIX MaliuHax. [Ipu
9TOM yYYaCTHUKH MOTYT CaMOCTOSITEIBHO BBIOMPATH CIIOCOO HACTPOWKH TOTO WJIM UHOTO

KOMIIOHEHTA, UCIIOJIb3YSl MIPEOCTABICHHBIE UM PECYPCHI 10 CBOEMY YCMOTPEHHUIO.

CXEMA OLIEHKHA
Kaxnprii cyOkputepuil nMeeT MpuOIU3UTENBHO OJUHAKOBBIA Bec. IIyHKTBI BHYTpH

Ka)XJIOT0 KpUTEpUs HMMEIOT Pa3HbIA BEC, B 3aBUCHUMOCTH OT CJIOKHOCTU ITyHKTa M
KOJIMYECTBA MYHKTOB B CYOKpUTEPUHU.

Cxema oleHKa IOCTPOEHA TaKUM 00pa3oM, YTOOBI KaXIbIi MMyHKT OLIEHUBAJICS TOJIBKO
onuH pa3. Hanmpumep, B cekiuu «ba3zoBasi KOHPUTrypanus» NpearnuchbiBa€TCs HACTPOUTD
MMEHa JJi1 BCEX YCTPOMCTB, OJIHAKO ATOT MYHKT OyAET MPOBEPEH TOJbKO Ha OIHOM
YCTpOICTBE U OlLieHEH TONbKO 1 pa3. OnMHAKOBbIE MyHKTHl MOTYT OBITH MPOBEPEHBI U
OLICHEHBI OOJIbIIE UeM | pas, eciu A UX BBINOJIHEHUS MPUMEHSIIOTCS pa3Hble HACTPONKHU
WJIM OHM BBIITOJIHSIOTCS HA PA3HBIX KJIACCAX YCTPOUCTB.

[TonpoOHoe ommcanre METOIUKU MPOBEPKH JOJIKHO OBITh pa3paboTaHO 3KCIEepPTaMH,

IMPUHUMABIIMMHA Y4YaCTHEC B OICHKC OJK3aMCHAIIMOHHOI'O 3aJdaHWsl, W BBIHCCCHO B



OTIIEJbHBIN NOKYMEHT. J[aHHBIA JOKYMEHT, KaK M CXE€Ma OLEHKH, SIBISIETCS OOBEKTOM
BHeceHus 30% U3MEHEHHUI.
Kongurypammus xoctoB
1)  HactpoiiTe nMeHa XOCTOB B COOTBETCTBHH ¢ JlMarpamMmoii.
2)  VYcranosure cieaytomiee [10 na BCE BupTyaibHbIe MalIWHBL
a) Tcpdump
b) Net-tools
c) Curl
d) Vim
e) Lynx
f) Dhclient
g) Bind-utils
h) Nfs-utils
1) Cifs-utils
J) Sshpass
3)  Haxocrax copmupyiite daiin /etc/hosts B coorBercTBHM ¢ JlmarpamMmoit
(xpome anpeca xocta L-CLI-A). [launbiii daiin OyaeT npuMeHsIThCS BO BpeMs
IIPOBEPKHU B ciryyae HepoctynHoctu DNS-cepsucos. [Iposepka no IP-agpecam
BBITIOJTHATHCSI HE OYJIET.
4) B cayuae xoppekTHO#H padoTel DNS-cepBrcoB orBeTsl DNS 10/1KHBI HIMETh
0oJiee BBICOKMI MPUOPUTET.

5)  Bce xocmul dondrchbl Obimb docmynibl akkayumy root no SSH na

cmanoapmuom(22) nopmy

Kondurypamus cereBoit ”HYpacTpyKTypbl
1)  Hacrpoiite IP-anpecarnuio Ha BCEX xocTax B COOTBETCTBHH C
JnarpamMmon.
2)  HactpoiiTe cepBep NpOTOKOJIA JUHAMHYECKOW KOH(PHUTYPAIIUH XOCTOB IS
L-CLI-A u L-CLI-B
3) B kauectBe DHCP-cepBepa opranmsanuu LEFT ncnons3yiite L-RTR-A.
a) Hcmonb3yiite myn agpecos 172.16.100.65 — 172.16.100.75 pyst cetu L-
RTR-A



b) Hcnonw3yiite myn agpecos 172.16.200.65 — 172.16.200.75 aus cetu L-
RTR-B
4)  Hcnonssyere aapec L-SRV B xauecTBe anpeca DNS-cepsepa.

5)  Hactpoiite DHCP-cepBep Takum obpazom, uroObl L-CLI-B Bcernma momydan
¢ukcupoBannsblil [P-agpec B coorBeTcTBUM ¢ [lnarpammoi.

a) B kauecTBe 1UI1103a IO YMOJIYaHHIO UCTIOJIB3YHTE aJipec uHTepdeiica
COOTBETCTBYIOIIIETO MaplIpyTU3aTOPa B JOKAIHHOU CETH.

6)  HUcmonpsyiite DNS-cydhdukc skill39.wsr.

a) DNS-3anucu tTuna A u PTR cOOTBETCTBYIOIIETO XOCTa JOJDKHBI
OOHOBJISITHCA MU NonydeHuu uM aapeca or DHCP-cepsepa.

7)  Ha L-SRV nacrpoiite ciyx0y pa3penieHus JOMEHHBIX UMEH

a) CepBep a0JDKeH 00CTy)XUBaTh 30HY skill39.wsr.

b) ComocraBieHne KIMEH OpraHU30BaTh B COOTBETCTBHHU ¢ Ta0uiei 1.

C) 3ampochl, KOTOPBIE BBIXOIAT 32 paMKH 30HbI skill39.wsr T0KHBI
nepecbuiatbess DNS-cepBepy ISP. Jliist mpoBepkH HCHOJIB3YHTE TOMEHHOE UM
ya.ru.

d) Peanusyiite nmoanepxkky pasperieHus: 0OpaTHOM 30HBI.

e) daiinbl 30H pacnojarath B /opt/dns/

8) Ha L-FW u R-FW Hactpoiite nHTepHET-1IUTI03bI 1711 OpTraHU3aliH
KOJUIEKTUBHOTO AocTyna B IHTepHeT.

a) HacTpoiiTe TpaHCIIAIMIO CETEBBIX apecOB U3 BHYTPEHHEH CETH B aapec
BHEIIIHETO uHTepdeiica.

b) Opranusyiite mocrynHocTh cepBrica DNS Ha L-SRV 1o BHemHeMy aapecy
L-FW.

c) Cepgep L-FW nomxken nepenanpanists Buemane DNS 3anpocsr ot OUT-
CLI na L-SRV. www.skill39.wsr nomxken npeoOpa3oBbIBaTHCS BO BHEIIHUM ajipec
R-FW.

Cry>x0bI IICHTPATU30BAHHOTO YIIPABJICHUS U KYPHAUTUPOBAHUS
1)  Passepuute LDAP-cepBep i opraHu3aiiu eHTPaIU30BaHHOTO
YIOPABJICHUS YUYETHBIMH 3aMUCIMH
a) B kaudectBe cepBepa BoicTymaer L-SRV.
b) YuerHble 3amucu co3aaTh B COOTBETCTBUHU ¢ Tabuiei 2.

¢) I'pynmei(LDAP) 1 nons30Bateneid co3aath B cooTBeTcTBUM ¢ Tadnwmiei 2.



d) L-CLI-A, L-SRV u L-CLI-B nomxubl ayrenTrdumupoBathes uepe3 LDAP.
2)  Ha L-SRV opranmsyiite 1ieHTpaIHM30BaHHbBINA cOOP KypHAJIOB ¢ XOCTOB L-
FW, L-SRV.
a) JKypHajbl JOKHBI XPaHUTBCS B TUPEKTOpHH /opt/logs/.

b) XKypranupoBaHue T0JKHO TPOU3BOTUTCS B COOTBETCTBUU ¢ Tabmuieii 3.

Kondurypamus ciryx06 yaajieHHOro Joctymna
1)  Ha L-FW mnHacTpoiiTe cepBep yaaJleHHOrO JOCTyIla Ha OCHOBE TEXHOJOTHUH
OpenVPN:
a) B kauectBe cepBepa BeicTymaet L-FW
b) IMapameTpsl TyHHEIS.
) Ycrpoiicteo TUN.
i)  IIporokon UDP.
i)  ITpumensieTcs cxarue.
iv) Ilopt ceprepa 1122.
c) KnroueBas nnpopmanus g0mKHa ObITE creHepupoBaHa Ha R-FW.
d) B kadectBe aJpecHOro MPOCTPAHCTBA  MOIKIIOYAEMBIX  KIHEHTOB
UCTOJIB30BaTh ceTh 5.5.5.0/27.
e) XpaHeHne Bced HEOOXOMUMON (KpoMe KOH(HUTypalMOHHBIX (HaiIoB)
uH(pOpMaITUU OPraHu30BaTh B /opt/vpn.
f) IonkmOYMBIIUIICS KIMEHT TOJIKECH OBITh aBTOMATHYECKU CKOH(PUTYPUPOBaH
Ha ucnoyibzoBanue DNS-uHdpacTpyKTyphl pepusITHS.
2) Ha OUT-CLI wnHacTpoiiTe KIMEHT YAaJEHHOrO JOCTylla Ha OCHOBE
texHosiorun OpenVPN:
a) 3amycK yJaJICHHOTO TMOJKIIOYCHHS JOJDKEH BBITIONHATHCS —CKPHIITOM
start_vpn.sh
) OtkmroueHne VPN-TyHHENsT [IOJDKHO — BBINOJHATBCA — CKPUIITOM
stop_vpn.sh.
1)  CkpunThl JOJDKHBI pacrojaraTbes B /opt/vpn.
Il)  CkpunThl JODKHBI BBI3BIBATHCS M3 JIIOOOTO Karajora 0e3 yKa3aHwWs
yTH.
Iv) Hcmonp3yiiTe CleIyrOIIMiA KaTauor UIs paclojokeHus ¢aiioB

CKpPHUITOB /opt/vpn/.



3) Hacrpotite 3ammnieHHbii KaHain nepenadu qaHHbix mexay L-FW u R-FW ¢
nomouibto Texnonorun [IPSEC:
a) [MapameTpsr momuTHky repBoi ¢a3er [PSec:
) [TpoBepka nienoctHocT SHA-1
i)  [udposanue 3DES
i) I'pymna Juddu-Xemmana — 14 (2048)
IV)  Ayrentudukanus mo oodmemy krouy WSR-2019
b) IMapametpsr npeoOpa3oBanus Tpaduka as BTopoit ¢assr [PSec:
) [Tpotokon ESP
i)  [udposanue AES
i)  IIposepka nenoctaoctu SHA-2
C) B kadectBe Tpaduka, paspenieHHOro K mepenade uepe3 IPsec-TyHHemb,
JoJKeH ObITh yKazaH Tonbko GRE-Tpapuk mexay L-FW u R-FW
4)  Hactpoiite GRE-Tynnens mexnay L-FW u R-FW:
a) Hcnonp3yiiTe cnenyroryto aapecanuio BHyTpu GRE-TyHHens:
) L-FW: 10.5.5.1/30
i) R-FW:10.5.5.2/30
5) Hacrpoiite nuHaMHYECKy0 MapmpyTm3anui 1o mnpotokory OSPF ¢
ucnoap3oBanreM nakera FRR:
a) AHOHCHUpYWTE BCE CETH, HEOOXOIUMBIC ISl IOCTUYKECHHUSI TTOJTHOM CBS3HOCTH.
b) [TprMeHEeHHE CTaTHYECKUX MapIIPyTOB HE JIOMYCKACTCs.
c) B oomene mapmipytHo# uHpopmaimen yaactsyior L-RTR-A, L-RTR-B, R-
RTR, L-FW u R-FW.
d) CoceacrBo u oOMeHn MapiupyTtHoi mHpopmanuend mexay L-FW u R-FW
JIOJKHO OCYIIECTBISATHCS UCKIIOUUTENBHO uepe3 HacTpoeHHbI GRE-TyHHETb.
e) AHOHCHpY#HTEe ceTH JIoKaabHbIX HHTEepdeiicoB L-RTR-A u L-RTR-B.
6) Ha L-FW nacrtpoiite yaajaeHHbIH JOCTYIT IO ipoTokony SSH:
a) Jloctym orpanuyeH nosnp3oBatensmu ssh_p, root u ssh_c
) B xauecTtBe maponsi ToJIb30BaTeNh (KpOME T0O0t) HCIOJIB30BaTh
ssh_pass.
I)  root MCIOJIL3YET CTAHAAPTHBIN MAPOJIh
b) SSH-cepBep nomken padboTarh Ha OPTY 22
7)  Ha OUT-CLI HacTpolTe KIHEHT yaaieHHoro goctyna SSH:



a) doctyn x L-FW u3 moj JokajapbHOW yYeTHOM 3amUCH root Moj Y4eTHOMH
3aMuChI0 SSh_p JIOJKEH MPOUCXOAUTH C MOMOIIbI ayTeHTU(PHUKALUU HAa OCHOBE
OTKPBITBIX KIIFOYEH.

Kondurypanus Be6-ciayx0
1)  Ha R-SRV ycranoBute u HacTpoiite BeO-cepBep apache:

a) HactpoiiTe BeO-caliT 1j1s1 BHEIIHErO MoJIb30BaHus WWW.SKill39.wsr.

) Wcnonw3yiite nupextoputo /var/www/html/out.
i)  Hcmonp3yiite mopt 80.
1)  CaiiT mpemocTaBiseT JOCTYII K ABYM (aitiam.
2)  Hoxymenrt index.html momken conepxaTh:
a) “Hello, www.skill39.wsr is here!”
3)  Joxymenrt date.php (ucnonnsemsiii PHP-ckpunT) 1070KeH conepikath:
a) Br1zoB ¢ynkiuu date('Y-m-d H:i:s')
Kondurypanus ciry:x6 xpaHeHHUs! TaHHBIX
1) PeanusyiiTe CHHXpOHU3AIMIO KaTaJIOTOB HA OCHOBE JIeMOHa rsyncd.
a) B kadecTBe cepBepa CHHXpPOHHM3AIMH UCTONb3yeTcs L-SRV.
) Jlist paboThl CHHXPOHU3AIMK CO3JalTe CIEeNUATBLHOTO MOJIh30BaTENs
mrsync
2) B xadecrtBe mapoJisi HCIOJIB3YHTE tOOT.
a) JlomammHuii KaTajgor JaHHOTO MOJB30BATENs MOJKEH OBITh PACIOJIOXKCH B
/opt/sync/. JlaHHBII KaTanor UCHOJb3YHTE KaK KaTaJloT CHHXPOHU3ALNH
b) JlomamHuii Karajgor He JOJDKEH COJCpXKaTh HUKAKOH IOCTOPOHHEH
uH(popmanuu.
C) Jlnsi BBIMONHEHUS CUHXPOHU3AIMH CO3JAlTe rSync-TOJIb30BaTENs Sync C
napoJieM parol666.
d) IMogxmrouenue k rsyncd OODKHBI OBITH pa3pelieHbl HCKIOYUTEIBHO OT
kiuentoB L-CLI-A u L-CLI-B
3) B kauectBe kimeHToB ucnoib3ytores L-CLI-A u L-CLI-B
a) CHMHXPOHH3HPYEMBIH KaTaJIOT pacrojaraeTcs 1Mo ajapecy /root/sync/
b) Karajoru 1oJmKHBI OBITH 3epKaIbHO UACHTUYHBI IO COJACPKHMOMY.
C) Peanu3syiiTe CHHXpPOHU3AIMIO B BUJIE CKPUIITA:

) CkpunT HaxoAUTCS O ajapecy /root/sync.sh


http://www.skill39.wsr/

1)  ABToMaTtu3zamusi ~ CKpUINTa  pealid30BaHa  CPEICTBAMH  cron
M0JIb30BATEJS rOOt.

Iil)  BeImosHEHNE POU3BOAUTCS KKIYIO MHHYTY.

Kondurypamnus nmapamMeTpoB 6€30MaCHOCTH U CITYKO ayTeHTU(PUKAIIAN

1) Hacrpoiite CA Ha R-FW, nucnonb3ys OpenSSL.
a) Mcnonp3yiiTe /etc/ca B kauecTBe KOpHEBO# mupekropuu CA
b) Atpubytbl CA HOKHBI OBITH CIICTYIONTHIMHU:
) Ctpana RU
i)  Opranm3anus WorldSkills Russia
1)  CN moioken ObITh ycTaHoBlIeH kKak WSR CA
c) Cosnaiite kopHeBol cepTrdurar CA
d) Bce kimeHTCKHE onepaliiOHHbIe CHCTEMBI JOJDKHBI ToBepsITh CA
2)  Hacrpoiite MexceTeBoii 3kpaH iptables Ha L-FW u firewalld na R-FW
a) 3amperute npsiMoe nomnaaanue Tpaduka us cerel B Internal
b) Paspemmre ynaneHHbIE MOAKIIOUEHHUs ¢ ucmoiibzoBaHueM OpenVPN Ha
BHEITHUHN uHTepdeiic mapmpytuzatopa L-FW
) Paspemure HeoOxomumenii Tpaduk mns co3ganus [PSec u GRE tyHHeneit
MEXIy OpTaHU3AlUSIMU
d) Paspemute SSH moakiroueHuss Ha COOTBETCTBYIOIIUIN TOPT
e) st VPN-KIUEHTOB NOJDKEH OBITh MPEIOCTABICH MOJHBIA JTOCTYI K CETH
Internal
f) Paspemmte HeoOxoaumelii Tpaduk k cepBepam L-SRV u R-SRV nns paboTst
HACTPOCHHBIX CEPBUCOB.
g) OcrayibHbIC CEPBUCHI CIICAYET 3aIPETHUTh.
h) B orHomennu Bxomsamux (13 BHenHen cetr) ICMP 3anpocoB nmoctynars 1o

CBOEMY YCMOTPEHHIO

Taomuna 1 — DNS-umena



Xoct DNS-ums

L-CLI-A A,PTR: I-cli-a.skill39.wsr

L-CLI-B A,PTR: I-cli-b.skill39.wsr

L-SRV A,PTR: I-srv.skill39.wsr
CNAME: server.skill39.wsr

L-FW A: I-fw.skill39.wsr

R-FW A: r-fw.skill39.wsr
CNAME: www.skill39.wsr

R-SRV A,PTR: r-srv.skill39.wsr

Ta0Omuma 2 — Yuerusie 3amucu LDAP

I'pynma CN [Taposb
Admin tux toor
Guest user P@sswOrd

Tabnuua 3 — [IpaBuna xypHaIMPOBaAHUS

YpoBeHs KypHaia (cTporoe
HcTounux ®daiin
COOTBETCTBHE)
L-SRV auth.* /opt/logs/I<HOSTNAME>/auth.log
L-FW *.err /opt/logs/<HOSTNAME>/error.log

*<HOSTNAME> - Ha3zBanue TUPEKTOPHUH JIJIS )KYPHATHUPYEMOTO XOCTa

**B nupexkropuu /opt/logs HEe TOMKHO OBITH PailioB, KPOME TeX, KOTOPbIE YKa3aHbI B

Tabnuie



JTAATPAMMA BUPTYAJIBHOM CETH

R-5RV
I

g
I

L-SRV

172.16.35.030

172.16.200.0.24




Monyns B: «Ilyckonananka ungpactpykrypsl Ha ocHoBe OC cemerictBa Windows»
Bepcus 2 or 31.07.19.

BBEAEHUE
Ha BeinosiHeHME 3a1aHusl OTBOAUTCA OIPAHUYEHHOE BpeMs — IMOJYMaWTe, Kak

UCIIOJIb30BaTh €ro MakcUMaibHO 3¢ dekTuBHO. CoCTaBbTe IJIaH BBIMIOJHEHUS PalOoT.
BrionmHe BO3MOXXHO, YTO /IS TOJTHOH pabOTOCIIOCOOHOCTH CHUCTEMBI B UTOTE JCHCTBUSA
HY>KHO BBITIOJHATh HE CTPOTO B TOM MOCIJIEIOBATEIBHOCTH, B KOTOPOM OHHM OIMCAHBI B
JAHHOM DK3aMEHAMOHHOM 3a/IaHUH.

B pamkax jereHabl 5K3aMEHAllMOHHOIO 3a/aHusl Bl — CHUCTEMHBIN aJIMUHUCTPATOP
KOMITaHUH, Haxosiieics B roposie Kazans. B rmaBHOM oduce Bbl ympaBisieTe JOMEHOM
Kazan.wsr. Bam He00X0AMMO HACTPOUTH CEPBUCHI B JTOKATBHOM CETH FOJIOBHOTO Oduca.

Kommanusi, B KOTOpOit Bel paboTaeTe, XOUeT BBIMTH HAa PHIHKK ceBepHOU EBporbl. [l
ATOr0 OHA YCTAHABIIUBAECT MMAPTHEPCKUE OTHOIIEHUS C OJHON U3 KOMITAHUM, HAXOASAILIEHUCS
B Cankr-IlerepOypre. Bam Hy>XHO IMOMOYb aIMUHHCTPATOPY MAPTHEPCKON KOMIAHUU C
HACTpOIiKoi cBoero nomeHa (SPB.wse), a moToM HACTpOUTH MEXIYy JOMEHAMH JI0BEPHE.

Taxxxe BaMm mnpeAacTOUT HACTPOUTH KaHA CBSI3M MEXAYy O(HUCAMH C MOMOIIBIO
CTaTUYECKUX MapLIPYTOB.

BHuMarenpHO mpodTHUTE 3aJaHME OT Hayajda JO0 KOHL@ — OHO MpEeACTaBisieT coOoi
LEJIOCTHYIO cucTemy. [Ipu mepBoM AocTyne K ONepallMOHHBIM CUCTEMaM JIM0O CleayuTe
YKa3aHUAM MacTepa, 1100 UCIIOJIb3YUTE CIIEAYIOIINE PEKBU3UTHL:
Administrator/P@sswOrd.

Ecmu npenocraBieHHble BUPTyaldbHbIE MAIlIMHBI HAYHYT CaMOIIPOM3BOJIBHO
OTKJTIIOYAThCS B TIpoiiecce paboThl, MONpoOyiTe BHIMOJHUTD HA HUX KoMaHy SImgr /rearm
WM OOpaTUTECh K TEXHUYECKOMY IKCIIEPTY.

KOMIVIEKTAIIUA DK3AMEHALIMOHHOTI'O 3AJJAHUSA
1. TexkcroBble (aiiibl:

o JIAHHBIN (aii ¢ DK3aMCHAIMOHHBIM 33JJaHUCM;
o (aiin 1onoHEeHUM K DK3aMEHAITMOHHOMY 3aJIaHUI0, COJEP KAIIHl: OTTUCAHUE
BHUJA MPEYCTAHOBOK, ONMKMCAHUE UCIIOJIb3YEMBIX ONEPALMOHHBIX CUCTEM, a TAKKE

PEKOMCHAALIWMHU 110 BBIACICHUIO PECYPCOB AJII BUPTYAJIbHBIX MAIIIWH.



2. IlporpamMmmHOe oOecrieueHue:
« Windows10.ADMX.

VY4acTHUKH HE UMEIOT MTpaBa MoJIb30BaThCS JTI0OBIMU YCTPONCTBAMHU, 32 UCKIIIOUEHUEM
HaXOJSAIIMXCS Ha pa0OYMX MECTaX YCTPOUCTB, PEIOCTABICHHBIX OPraHU3aTOPAMH.

Y4yacTHUKM HE HUMEIT MpaBa NPUHOCHUTH C COOOM Ha pabodee MECTO 3apaHee
HOJrOTOBJICHHBIE TEKCTOBBIE MaTEPHAIBL.

B wutore ywyacTHHKM JOJDKHBI OO0€CleUWTh Hamuuue H (YHKIHOHHMPOBAHHE B
COOTBETCTBHUH C 33JJaHUEM CITY>KO M poJiell Ha yKa3aHHBIX BUPTyaJlbHBIX MamnHax. [Ipu
ATOM YYaCTHUKU MOTYT CaMOCTOSITEJIbHO BBIOMpATh CIIOCOO HACTPOWKH TOTO WJIM HHOTO

KOMIIOHEHTA, UCIIOJIb3YS MIPEOCTABICHHbBIE UM PECYPCHI 10 CBOEMY YCMOTPEHHUIO.



Hactpoiika DC1
ba3oBast HacTpolika

1) nepenMenyiite kommnetotrep B DC1,

2) B KauecTBe ajipeca DC1 ucnonp3yiTe nepBblii BOZMOXKHBIN aJpec U3 MOICETH
172.16.19.64/26;

3) obecrnieubTe padboTocrnocodHocTh mpoTokoja ICMP (mis ucnosib30BaHMS
KoMaH 1bl ping), mpu 3ToM Windows Firewall nomkeH ObITh BKITIOUEH JJI BCEX CETEBBIX

npodurei.

Active Directory

1) cIeNanTe cepBep KOHTposuiepoM nomeHa Kazan.wsr.
DHCP
1) Hactpoite nmporokos DHCP st aBToKOHQUTYpaIiuy KJIMEHTOB — B KaUeCTBE

AualiasoHa BbIIABACMBIX aApPCCOB I/ICHOJII:BYI‘/JITG BCC HC3aHATBIC CCPBCpAMHU aJpcCa B
MHOACETH,

2) Hactpoute failover: mode — Load balancer, partner server — SRV1, state
switchover — 5 min;

3) HaCTpPOWTE NOMOJHUTENbHBIE CBOWCTBa obnactu (agpeca DNS-cepBepoB u

OCHOBHOTO IIITI034).

DNS
1) HaCTpONTE HEOOXOIMMBIE 30HBI TIPSIMOTO U OOPATHOTO MPOCMOTPA;
2) co3naiite Bce Heobxoaumeble 3anucu tuna A u PTR s cepBepoB nomeHa u

HEOOXOAMMBIX WEb-CEpBHCOB;

3) obecrieubTe pa3pelnieHne UMEH CaiTOB 00€rX KOMITaHUM.
GPO
1) 3alPETUTE AHUMALIMIO TIPU TIEPBOM BXOJE TOJIb30BATEIIENM B CUCTEMY Ha BCEX

KIIMCHTCKUX KOMIIBIOTCpaxX JOMCHA,
2) YICHBI TPYIIIbI IT JOJIDKHBI OBITH  YJICHAMH I'PYIIIBI  JIOKAJIBHBIX

AJMHUHUCTPATOPOB HA BCCX KIIMCHTCKHUX KOMIIBIOTCPAX JOMCHA,



3) B Opaysepax IE Explorer u Microsoft Edge nomkna ObITh HacTpoeHa
CTapToBas CTpaHMIia — WWW.Kazan.wsr;

4) MOJI30BATEIM JOMEHA TpU OOpaleHWH K OOIMMUM TamKkaM, Ha JOCTYII
KOTOPBIM y HHUX HET pa3pelieHui, TOJKHBI TOJy4aTh BMECTO CTaHIApTHOTO
YBEIOMIJICHHE Ciiemytomiero Buaa: «You do not have permissions to use this path - [myTh

k manke]! Do not try it again!».

DJIeMeHTBbI J0OMEHHOI HHPPACTPYKTYpPbI

1) coznanrte noapazaenenus: I'T u Sales;

2) B COOTBETCTBYIOIIMX MNOAPA3JCICHUSAX CO3JaNTE OJHOWMEHHBIC TOMEHHBIC
TPYIIIIHIL.

3) B KaXJOW rpynIe co3uaite ¢ nomouibio ckpunta o 30 nosp3oBareneid. Bee

YYETHBIE 3aMUCH JTOJKHBI UMETh BO3MOKHOCTh BX0/1a B JOMEH C JIOTUHOM, CO3/IaHHBIM
o CIEYIOIIEMY maoJIoHy
Has3zesanuel pynnwt_IlopsoxosvitiHomepllonvzoeamena@kazan.wsr. B kauectBe
naposist ucnosib3yiite P@sswOrdX, rae X — Homep nonbs3oBatenst Bee yueTHbIe 3anucu
M0JIb30BATENICH JTOHKHBI ObITh BKIIOUEHBI. BX0/ B ccTeMy JTOJDKEH ObITh o0ecredeH
JUISL BCEX TOJIb30BATENIe CO BCEX KIMEHTCKUX KOMITBIOTEPOB JOMEHAa U PSAIOBBIX
CEpPBEPOB.

4) I Ka)JI0ro IoJib3oBaressi, wieHa rpynmnsl [T, co3gaiite aBTOMaTtuyecKu
MOJIKJTIOYaeMyr0 B kKadecTBe aucka U:\ ToMalHio Mmanky BHYTPH MANK{ MO apecy
SRV1—d:\shares\IT;

5) BCE MOJIL30BATEIIN MPU IEPBOM BXOJ€ B JOMEH ¢ komnbroTepa CLI1 momxHbI

BUJIETh Ha pab0YeM CTOJIE SIPJIBIK MPOTpamMMbl KanbKyaamop.

Hacrpoiika SRV1
ba3zoBas HacTpoiika
1) nepeuMenyite kommbtorep B SRV1;
2) B KauectBe ajpeca SRVI1 wucnons3yiiTe BTOpOW BO3MOXKHBIA aapec H3

nojicet 172.16.19.64/26;
3) obecrieubTe paboTocmocobHOCTh TpoTokoida ICMP (ans wmcmonb3oBaHus
KoMau bl ping), mpu 3ToM Windows Firewall nomkeH ObITh BKITIOUEH /171 BCEX CETEBbIX

npodue.



4) C TIOMOIIBIO JOIMOJIHUTEIBHBIX KECTKUX ITUCKOB co3naiite RAID-5 maccus;

Ha3HaubTe eMy OykBy D:\.

Active Directory

1) cIenanTe cepBep AONOJHUTEIBHBIM KOHTPOJUIEPOM ToMeHa Kazan.wsr;

2) CepBEP JIOJKEH OBITh KOHTPOJIJIEPOM JJOMEHA TOJIBKO JJIS YTCHUS.
DHCP

1) Hactpoite nmpotokoia DHCP s aBrokoH(pUrypanuu KINEHTOB;

2) Hactpoute failover: mode — Load balancer, partner server — DC1, state

switchover — 5 min.

DNS
1) caenaiite cepBep gonoaHutenbHbIM DNS-cepBepoM B noMene Kazan.wsr;
2) 3arpy3ute ¢ DC1 Bce 30HBI IPSAMOTo U 00paTHOTO TPOCMOTPA;

OO0mue nanku

1) cosznmaiite ob6mme mnanku g noapasnenenuit (IT, Sales) mo anpecy
SRV1—d:\shares\departments. I[IpocmaTpuBaTh u pemakTUpoBaTh (Haiiibl B IMamkax
MOTYT TOJIKO WJIEHBI COOTBETCTBYIOIEH IPYTIIIbI.

2) obecrnieubTe MPHUBSA3KY OOIIEH ManKy MOAPA3IEICHUS] K COOTBETCTBYIOIIEH

rpyIine nosb3oBareneil B kauectse aucka G:\.

KBoTtb1/®aiisioBbIe 3KPaAHBI

1) YCTAaHOBUTE MaKCHUMAaJIbHBIN pazMep B 2 Gb miis KakIoi AoMaitHed Manku
noan3oBatens (U:));

2) 3aIpeTUTe XpaHCHHWE B JOMAITHUX Malkax IoJb30oBarelie (ailioB ¢
pacHIMpeHusIMA .mp3 U .wav; Y4TUTe, 4TO (haiiiibl OCTATbHBIX THUIIOB IMOJIH30BATEIH

BITPAaBC XPaHWUTh B IOMAIIHUX ITaIlKaX.

1S
1) CO3JAaWTE CAUT KOMIIAHMM CO CTapTOBOW CTPAHULIEHM CIEAYIOLIETO

COJIePKAHUS:



<html>
Welcome to Kazan!
</html>;
2) CalT JOJDKEH OBITh IOCTYIEH 10 UMeHH WwWw.kazan.wsr 1o mpotokosiam http

u https B 000uX CETEBBIX CErMEHTAX C HCIOJIb30BAaHUEM CEPTU(PHUKATOB, BBITAHHBIX

DCA.

Hacrpoiika DCA

ba3oBas HacTpolika

1) nepenMenyire kommbetorep B DCA;

2) B KauecTBe aapeca DCA ucnonab3yiiTe TpeTuil BO3MOXKHBIN aJpec U3 MOJICETH
172.16.19.64/26;

3) obecrieubTe paboTocmocodbHocTh Mpotokoia ICMP (ana ucnonb3oBaHus
KoMaH1bl ping), mpu 3ToM Windows Firewall nomkeH ObITh BKITIOUCH I BCEX CETEBBIX
npoduiiei;

4) IPUCOEANHUTE KOMIIBbIOTEP K JoMeHYy Kazan.wsr.

Cuy:k0bI ceprudurkanum

1) YCTaHOBUTE CITY>KObI cepTuUKaIuu;

2) HaCTPOWTE OCHOBHOW IOMEHHBIN LIEHTP CEPTUPHUKALINH;

3) uMs rnieHTpa ceprudukanun — RootKazanCA,;

4) CPOK JielicTBHS cepTudukaTa — 8§ JIeT;

5) HAcCTpoWiTe 1IabJOH BBIJABaEMOTO cepTHUHUKATa IS  KIUEHTCKUX
koMmmbioTepoB ClientComps: subject name=common name, aBTO3ampoc TOJBKO JIJIs
komnbiorepa R1;

6) HacTpoWTe mabg0H BblAaBaemMoro ceprtudukara ITUsers:  subject

name=common name, aBTo3anpoc TOJbKO JJIs MOJIb30BATENEN — WieHOB rpynisl IT.

Hacrpoiika CLI1

ba3oBast HacTpolika

1) nepeumenyire komnstorep B CLI1;



2) obecrnieubTe padoTocrnocodbHoCcTh mpoTokoja ICMP (st ucnosib3oBaHUS

KoMaH 1bl ping), mpu 3ToM Windows Firewall nomkeH ObITh BKITIOUEH /U1 BCEX CETEBBIX

npoduneii;
3) HPUCOETMHNUTE KOMITbIOTEp K JoMeHy Kazan.wsr;
4) 3alpeTUTE HCIIOJIb30BAHUE «CIISIIIETO PEKUMa» TaKUM 00pa3oM, YTOOBI

[OJIb30BAaTENIM JIOMEHAa HE MOIJIM HM3MEHUTh ATy HAcTpolKy ©Oe3 yuacTus
aJMUHHCTpPATOpPA JOMEHA,;
5) HCIIOJIb3YWTE KOMIBIOTEP AJI1 TECTUPOBAHUS HACTPOEK B ToMeHe Kazan.wsr:

HOHBBOB&TCHCﬁ, 06HII/IX ITAIIOK, TPYIIIIOBLIX ITOJIMTUK.

Hacrpoiika DC2

ba3oBas HacTpolika

1) nepeuMenyire kommneoTep B DC2;

2) B KauecTBe aapeca DC2 ncnosb3yiTe nepBbliil BO3MOXKHBIN aIpec U3 MOJCETH
172.16.20.96/27,

3) obecrieubTe paboTocmocodbHOCTh TpoTtokoia ICMP (ana ucnonb3oBaHus
KoMmaH bl ping), pu 3ToM Windows Firewall nomxeH ObITh BKITIOUEH 1)1 BCEX CETEBBIX

npoQuiei.

Active Directory

1) cenaiTe cepBep KOHTposuiepoM nomeHa SPB.wse;
2) HACTpOWTE ABYCTOPOHHEE JI0BEepue JoMeHoM Kazan.wsr.
DHCP
1) Hactpoite nporokoa DHCP mist aBTOKOHQUTYypaliuy KIMEHTOB — B KaUeCTBE

Aualia3oHa BbIIaBACMbLIX aApPCCOB HCHOHBBYﬁTe BCC HC3AHATBIC CCPBCpaMHU aJpcCa B

IIOZICETH.
DNS
1) HACTpONTE HEOOXOAUMbIE 30HBI MPSMOT0 U 0OPATHOTO TPOCMOTPA;
2) co3JlaiiTe Bpy4YHYH0 Bce HeoOxoauMeble 3amucu Tuna A u PTR s cepBepoB

JIOMEHAa ¥ HEOOXOAUMBIX Web-CepBHCOB;



3) oOecreubTe pa3pelieHne UMEH CalTOB 00enX KOMITaHUH.

DJIeMeHTBbI JOMEHHOI HHPPACTPYKTYpPbI

1) Co3MaiiTe y4YeTHYIO0 3aluch Iojb3oBarens gomena Userl\P@ssword,
UCTIOJB3YHTE TpymITy o yMomdanuto — Domain Users.

2) JUIsL BCEX IIOJIb30BATEIBCKUX YYETHBIX 3allMCEM B JIOMEHE HCIOJIb3yWUTe
nepeMeniaemMbie npopuiy;

3) JUIA XpaHEHHUs MpoQuiIel MONb30BaTeNeil UCHOIB3YyHTE OOIIYIO MarkKy o
anpecy SRV2—c:\profiles;

4) KQKJIbIl MOJb30BaTENb JIOJKEH MMETh JOCTYH K (paillaM TOJIBKO CBOETrO
npoduiist; Mpu OOpallleHWHM K YKa3aHHOM OOIIe Marke CpeAcTBaMu MPOTrPaMMBbI

HpO@O@HHK IIOJIB30BATCJIb AOJDKCH BHIACTL B CIIMCKC TOJIBKO IIAIIKy CO CBOHUM

npoguiem.
GPO
1) HAaCTPOWTE HEOOXOJUMBbIE MOJUTHUKH, OOECIEYMBAIOIINE HCIOJIb30BAHHE

cepBepa DCA kazan.wsr B KadecTBE JOBEPEHHOTO IIEHTpa cepTuduKaIuu.

Hactpoiika SRV2

ba3oBas HacTpoiika

1) nepeuMenynTe KomneroTep B SRV2;

2) B KkadecTBe agpeca SRVI1 wucnonp3yiiTe BTOPOH BO3MOXXHBIN aapec u3
nojgcet 172.16.20.96/27;

3) obecrnieubTe pabdorocmocodbHOoCcTh mpoTokoja ICMP (mist mcmosb30BaHHS

KoMaH Ibl ping), mpu 3ToM Windows Firewall nomkeH ObITh BKITIOUEH 1)1 BCEX CETEBBIX

npoduieii;
4) MPUCOEIMHUTE KOMITBIOTED K JoMeHy SPB.wse.
1S
1) CO3JAaWTE CAUT KOMIIAHMM CO CTapTOBOW CTPAHULIEHM CIEAYIOLIETO

COACPIKAHMA:



<html>
Welcome to Saint-Petersburg!
</html>;

2) CaiT JO/KEH OBITh TOCTYIICH [0 MMEHH WWW.SPDh.wse, mo mporokonam http

https B 000MX CETEBBIX CErMEHTax C HCIOJIb30BAHHEM CEPTU(UKATOB, BBIJAHHBIX

DCA.

Hacrpoiika CLI2

ba3oBas HacTpolika
1) nepenMenyire kommnbstorep B CLI2;
2) obecrieubTe paboTocmocoObHOCTh MpoTokoia ICMP (ana ucnonb3oBaHus

KoMmaH bl ping), pu 3ToM Windows Firewall nomxeH ObITh BKITIOUEH JJI1S BCEX CETEBBIX

npoduieii;
3) IPUCOETMHUTE KOMITBIOTEP K IoMeHy SPB.wse.
4) 3aMpPETUTE HCIIONB30BAHUE «CILIIETO PEKUMa» TaKUM 00pa3oM, YTOOBI

MOJIb30BATEIM  JIOMEHA HE MOTIJM MW3MEHHTh 3Ty HACTpOMKy 0e3 ydacTtus
aIMUHHCTPATOPA JOMEHA;

5) WCIIONIE3YHTE KOMITBIOTEP JJI1 TECTHPOBAHUS HACTPOEK B ToMeHe SPB.wse.

Hacrpoiika R2

ba3zoBas HacTpolika

1) NEPEMMEHYWUTE KOMITbIOTEP B R2;

2) 3a/1aliTe HACTPOUKH CETH CIIEIYIONTUM 00pa3oM: i CETeBOTO MHTepdeiica,
MOAKIIOUEHHOT0 K KoMmyTtatopy ISP, ucmonbsyitte ampec 200.100.100.1/30; nmst
ceTeBoro aapeca B nojcetu SPB.WSe ncmomnb3yiiTe mocaeaHuii BO3SMOXKHBIN aipec u3
HCIIOJIb3YyEMOr0 aJpeCHOr0 MPOCTPAHCTBA;

3) obecrnieubTe padoTocrnocodHocTh mpoTokoja ICMP (mist ucnosib3oBaHMS
KOMaH/IbI ping), mpu 3ToM Windows Firewall momkeH ObITh BKITFOUEH /TSI BCEX CETEBBIX
npoduiei;

4) MPUCOEAMHUTE KOMIIBIOTED K JoMeHy SPB.wse.


http://www.spb.wse/

Hacrtpoiika RRAS
1) yctaHoBuTte ciry’)x0y RRAS;
2) HACTPOWTE CTATUYECKHE MApIIPYTHl JJI CBS3M C CETEBBIM CETMEHTOM B

Kazann.

Hacrpoiika R1

ba3oBast HacTpolika

1) IepenMenynTe Kommnbsiorep B R1;

2) 3a/1aiiTe HACTPOUKHU CETH CJICAYIOIIMM 00pa3oM: JIJIsi CETEBOro UHTepderica,
NOAKJIIOUYEHHOTO K TMOAKIIOUYEHHOro K Kommyrtartopy ISP, wucnoneiyiite anpec
200.100.100.2/30; nyns cereBoro aapeca B mojaceTu Kazan.wsr ucnoiap3yiTe nociieIHUM
BO3MOKHBIN aJIpec U3 UCIOJIB3YEMOIO aIPECHOr0 MPOCTPAHCTBA;

3) obecrieubTe paboTocmocobHOCTh Mpotokoia ICMP (ana ucnonb3oBaHus
KoMmaH bl ping), mpu 3ToM Windows Firewall nomxeHn ObITh BKITIOUEH JJ1S BCEX CETEBBIX
npoduieii;

4) MIPUCOEAUHUTE KOMIIBIOTED K A0MeHY Kazan.wsr.

Hacrpoiika RRAS
1) yctaHoBUTe Ci1y)k0y RRAS;
2) HACTPOMTE CTATUYECKHE MAPILIPYThI JJISI CBSI3U C CETEBBIM CETMEHTOM B

Canxkr-IletepOypre.
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Monayasb C: «IlyckoHanaaka TeJIeKOMMYHUKALIMOHHOTO 000PY/A0BaHUS
Bepcus 5 ot 24.09.19.

BBE/IEHHE
3HAHHUE CETEBBIX TEXHOJIOTMH Ha CETOAHSIIHUM I€Hb CTAHOBUTCS HE3aMEHUMBIM JUIS

T€X, KTO XOUET NOCTPOUTH YCHENIHYIO Kapbepy B oomactu UT. JlanHOE DK3aMEeHalMOHHOE
3a/laHU€ COAEPKUT MHOYKECTBO 3a/1a4, OCHOBAHHBIX HA ONBITE PEAJbHON IKCILTyaTallH
MH(POPMALIMOHHBIX CUCTEM, B OCHOBHOM HHTETpalMu U ayTcopcuHre. Ecin Bbl MoxeTe
BBIIIOJIHATH 33/IaHUE C BBICOKHM pE3YJbTAaTOM, TO Bbl TOYHO CMOXETE OOCIY>KHBATh
MH(GOPMALIMOHHYIO HH(PACTPYKTYPY OOJBIIOTO MPENPHUATHSL.

OIIMCAHUE 5K3AMEHAIIMOHHOI' O 3AZIAHUA
JlanHOe DK3aMEHAllMOHHOE 3aJaHhe pa3pabd0TaHO C YYETOM pAa3IMYHBIX CETEBBIX

TEXHOJIOTUH, COOTBETCTBYIOMMX ypoBHsM ceptudukarmu CCNA R\S 3ananue pa3outo

Ha CIICAYIOMIUC CCKIINU:

» ba3zoBasg HacTpoiika

« Hacrpolika komMyTanuu

« Hactpoiika noaxIroueHH K T100aTbHBIM CETSIM

« Hacrpolika Mmapuipytusaunu

« Hacrpoiika ciryx6

« Hacrpoiika MmexaHn3MoB 0€301aCHOCTH

« Hacrtpolika napaMeTpoB MOHUTOPUHIA U PE3EPBHOIO KONIMPOBAHUS

o KoH(urypauus BUpTyanbHbIX YaCTHBIX CETEH

Bce cekuuu SBASIOTCA HE3aBUCHUMBIMU JIpYr OT Jpyra, HO BMeCTe 00pa3yroT

JOCTATOYHO CJIOKHYIO CeTeBYI0 HH(pacTpykTypy. HekxoTopwle 3amaHusi JTOCTaTOYHO
MPOCTHI U TOHSATHBI, HEKOTOPbIE MOTYT OBITh HEOUEBHAHBIMU. MOXHO 3aMETUTh, YTO
HEKOTOpbl€ TEXHOJOTHMH JOJDKHBI paboTaTh B CBSI3KE WJIM TOBEPX JPYrHX
TexHonorud. Hampumep, MoxeTr noapasymeBaTbes, uro [Pv6 Mapuipyruzanus noinkHa
paboTaTh MOBEPX HACTPOCHHON BUPTYaJbHON YAaCTHOM CETHU, KOTOpas, B CBOIO OUYepe/b,
J0bkHa paboraTs moBepx IPv4 mapmipytusanuu, KOTopasi, B CBOIO OYepelb, JOJKHA
pabotath noBepx PPPOE u Multilink u T.1. O4eHnb BaxkHO MOHMMATh, YTO €CJIM BaM HE

yaeTcsl pelnTh KaKyo-1100 13 3a1a4 M0 CEpeANHE TAKOTO TEXHOJIOTHUECKOT O CTEKa, 3TO



HE 3HAYUT, YTO PEILIEHHbIE 3aJa4i He OyayT olleHeHbl. Hampumep, eciiv Bbl HE MOXKETe
HACTPOUTh JIMHAMHUUYECKYIO MapiipyTtuzauuto [Pv4, kotopas HeoOxoauma isi paOOThI
BUPTYaJbHOW YACTHOM CETH, BbI MOXKETE UCIIOIb30BaTh CTATUYECKYIO MAPLIPYTU3ALIMIO U
IPOJ0JKATh paboTy HaJl HACTPOWKOW BUPTYaIbHON YAaCTHOM CETU M BCEM UYTO JOJHKHO
paboTtaTh moBepx Hee. B 3TOoM ciydae Bbl HE MOJNyddTe Oaibl 32 JUHAMHYECKYIO
MaplIpyTU3aIMI0, HO BbI MOJy4nuTe Oamibl 32 BCE YTO JIOJKHO paboTaTh MmoBepx Hee (B
cilydae eclid (PyHKITMOHAJIbHBIE TECTHI TPOUJIEHBI YCIICIIIHO).

NHCTPYKIHUU JJIA YHACTHUKA
B nepByio ouepear HEOOXOAMMO MPOYUTATh 3aJaHUE IOJTHOCTBIO U COCTABUTH

QJITOPUTM BBINIOJIHEHUS paboThl. Bam npeacTouT BHOCUTh U3MEHEHHS B JICHCTBYIOIIYIO,
NPETHACTPOCHHYIO CETEBYI0 MH(PPACTPYKTYPY MPEANPHUATHS, COCTOSALIYIO U3 TOJIOBHOIO
obpuca HQ u ynanennoro opuca BR1. Oducel umeror cBs3b uepe3 nposaitnepos ISP1 u
ISP2. Bbl He nMmeeTe 1ocTyna K 000py0BaHUIO IPOBAWIEPOB, OHO OJHOCTHIO HACTPOEHO
U He TpeOyeT NOMOJHUTENBHOrO0 KOH(pHrypupoBaHus. Bam HeoOXoauMo HacTpauBath
obopynoBanue npeanpusatus, a umeHHo: SW1, SW2, SW3, HQ1, FWI1 u BRI.

VY Bac oTCyTCTBYET KOHCOJIBHBIN JOCTYH K yCTpOMcTBaM, Oy/IbT€ OU€Hb BHUMATEIbHbI
Ipy BbINOJHEHUU 3adaHus! B ciiydae motepu cBsi3u ¢ 00OpyHOBaHHMEM, Bbl OyjeTe
BHHOBaThl caMmu. Pazpemaercss mepesarpyska o0OpYyIOBaHHUs — TOJBKO TEXHHUUYECKHUMHU
skcnepramu. Hanpumep, npumenunu HenpaBuibHbId ACL, KOTOPBIN 3aKpbUl JOCTYH IO
telnet, HO BBI HE ycnenu COXPaHUTh KOH(PUTypaLIHIO.

PykoBoactByititech mocnoBunei: Cemb pa3 oOTMEpb, OJIWH pa3 OTpexkb. s
BBINIOJIHEHUS 3aJlaHus Y Bac ecTh oAHa ¢u3nueckas mamuna (PC1 ¢ gocrynom no Telnet
1 ycTaHOBJIEHHBIM ASDM), KOTOpYIO BbI 1OJKHBI UCIOJIB30BATh B KAYECTBE:

PC2 Buptyansnsiii [IK, Windows 10, Putty. [TonszoBarens User naponas P@sswOrd

SRV1 Bupryansusiii IIK, Debian mnons3oBarens root mapoib toor, ¢
MIPELYCTAaHOBJIEHHBIMH CEPBHCAMMU

1) SysLog manka myst mpoBepku /Cisco_Log

2) RADIUS - FreeRadius

3) SNMP — mns mpoBepku ucmonbdyercs makeT Net-SNMP ucnosb3yiite KoMaHy
snmp_test

4) NTP

5) TFTP nanka st nposepku /Cisco TFTP



Cnenyer oOpaTUThb BHUMaHHE, YTO 33JaHUE COCTABJIECHO HE B XPOHOJIOIMUYECKOM
nopsake. Hekoropble cekIiuu MOryT HOTpeO0oBaTh AEUCTBUN U3 JPYTUX CEKLUI, KOTOPbIE
u3noxkeHsl Hike. Hanpumep, 3aganue 3 B cexkuun «Hactpoiika ciyx0» mpeamuchiBaet
BaM HACTPOUTH CIIy>KOy MPOTOKOJIa aBTOMATUYECKOW KOH(UTypallMu XOCTOB, KOTOpasd,
paszymeercs, He OyJeT padoTaTh NoKa He OyAyT BBIIIOJIHEHBI HEOOXOIMMBIE HACTPOUKH B
cekuun «KoHpurypanus xommyranum». Ha Bac Bo3maraeTcsi OTBETCTBEHHOCTh 3a
pacnpeziesieHue CBOEro pabo4ero BpeMeHH.

He TtpatbTe Bpems, eciu y BaC BOSHUKJIM MPOOJIEMBbl C HEKOTOPHIMHU 33aHUSIMH. Bbl
MOJKETE MHCIIOJIb30BaTh BPEMEHHBIC pEUICHUs (€ClIM y Bac €CTh 3aBUCUMOCTU B
TEXHOJIOTHYECKOM CTEKE€) W MPOJOJIKUTH BBINOJHEHUE IAPYrux 3amad. PexomeHayercs
THIATENBHO MPOBEPSTH PE3YJIbTAThl CBOEH PaOOTHI.

VY6enurecrs B TOM, YTO Ballll HACTPOIKHU HA BCEX YCTPOMCTBaX GyHKIIMOHUPYIOT M1OCIIE

niepe3arpy3ku BCero 000pyI0BaHHUS.

[TOJIKJTFOYEHUE K YCTPOMCTBAM
JIns  mepBOHAUANILHOTO TMOAKIIOUECHHUS HCHOJb3ylTe mnpoTokon Telnet. Hns

nojkaroueHus K FW1 ucnonb3yeTe y4eTHYIO 3amuch ¢ JJOTHHOM: CISCO U mapoJieM: CiSCo,
JUTS BXOJ1a B TIPUBHJICTHPOBAHHBIN PEXUM HCIIONIB3YHTE Mapoib CISCO. J{Jist Mo aKIr0YeHHS
K OCTaJbHBIM CETEBBIM YCTPOMCTBAM HCIOJB3yWTE MapoJib: CISCO M TapoJib s
NPUBUJICTUPOBAHHOTO peKKUMa: CISCO

Jlns moakirodeHus K ycTpoiictBaM B TiiaBHOM oduce HQ, momximrounte padouyro
craniuio Kk nopty FO0/10 xommyraropa SW2 u HacTpoiiTe agpec B COOTBETCTBUH C
nuarpammon L3, ycTpoicTBa 1OCTYIHBI IO CIEAYIOIIAM aapecaMm:

SW1-192.168.254.10

SW2 —192.168.254.20

SW3 —-192.168.254.30

HQ1 —192.168.254.1

FW1 —192.168.254.2

BR1 - 192.168.254.3

OLEHKA
Ornenka ocymectBisiercs mo SSH wm Telnet ¢ yerpoiictsa PC1. IIpoBepounast rpymnmna

HEC OCYHECCTBIIACT MNECPECKOMMYTAIMIO Ha CTCHAC, IIO3TOMY 6YIH>T€ npeacIbHO
BHUMATCIIbHBI, IICPC/ 3aBCPIICHUCM BBIIIOJIHCHUS DK3aMCHALITMOHHOTI'O 3a/laHWA U BEPHUTC

KOMMYTAIIUIO B HCXOJTHOE COCTOSTHUE. A TakKe YOeaUTeCh, UTO YCTPOICTBA TOCTYITHBI IO



cienyromuM aapecam, mo SSH mmm Telnet ¢ y4eTHBIMU 3aIUCSMHU COOTBETCTBYIOIINM
HK3aMEHAIMOHHOMY 33JIaHUIO:

SW1 -10.100.100.10 unm 192.168.254.10

SW2 —-10.100.100.20 wm 192.168.254.20

SW3 -10.100.100.30 unu 192.168.254.30

HQ1 - 30.78.21.1 nim 192.168.254.1

FW1 - 30.78.87.2 wim 192.168.254.2

BR1 -172.16.3.3 uimm 172.16.1.2 v 3.3.3.3 wm 192.168.254.3

ba3oBast HacTpolika

1) 3amaite UMs BCEX YCTPOMCTB B COOTBETCTBUU C TOIIOJIOTHEN.
2) HasznaubTe a1 Bcex ycTpoiictB fomeHnoe ums Worldskills.ru
3) Co3zpaiiTe Ha BceX yCTPOMCTBAxX MOJIb30BATENIC wsruser ¢ mapoJieM network

a) [laposb mosp30BaTeNs JOJKEH XPAHUTHCS B KOH(QUTYpalMK B BUJIE
pe3ynbTara X31-(QyHKIUY.

b) ITonb30Barens 10JKEH 001aJaTh MAKCUMAJIBHBIM YPOBHEM MTPUBHIIECTHIA.

4) Ha Bcex ycTpoiicTBax yCTaHOBHUTE MapOJIb WST Ha BXOJI B
MPUBUIIETUPOBAHHBIN PEKUM.

a) Ilaponb mOmKEeH XpaHUTHCS B KOH(DUTypalliK B BUE pe3ysIbTaTa Xoll-
GyHKUIHUU.

5) HactpoiiTe pexxum, mpu KOTOPOM BCE Mapoau B KOHPUTypalluu XpaHSITCs B
samudpoBannom Buae. Ha FW1 ucnons3yiite mmdposanue AES.
6) JIns1 Bcex yCTpOMCTB peanusyute Mmoaenb AAA.

a) AyTeHTu(uKanusg Ha JUHUSX BUPTYaIbHBIX TepMuHaAIOB ¢ 0 mo 15 qomxHa
MIPOU3BOIUTHCS C UCIIOJIH30BAHUEM JIOKAJTBLHON 0a3bl YUETHBIX 3amucei. (Kpome
mapipytuzatopa HQI1)

b) Ilocne ycnenHoi ayreHTUGUKALNUN TPU yIaIEHHOM MOIKIIOUYEHUH
M0JIB30BATENIN Cpa3y AOJKEH MOJydYaTh MpaBa, COOTBETCTBYIOIINE UX YPOBHIO
MIPUBWIETUNA WK POJIH (KpOMe MeKceTeBOoro s3kpana FW1).

¢) HactpoiiTe He06X0AUMOCTh ayTEHTHU(PHUKAIUU HA JTOKAIBHON KOHCOJIH.

d) Ilpu ycnemHoi ayTeHTU(UKALIMKI HA JTOKATbHOU KOHCOJIH MOJIb30BaTEIN
JOJDKHBI Cpa3y AOJDKEH MOJy4YaTh MIPaBa, COOTBETCTBYIOIINE UX YPOBHIO

NPUBUIIETUNA WUITU POJIH.



7) Ha ycTpoiicTBax, kK KOTOPBIM pa3peleH JOCTYII, B COOTBETCTBUH C
tonosiorusimu L2 1 L3, co3naiiTe BUpTyanbHble HHTEp(]EIChl, moauHTepdeiice u
uHTepdeiicel Tuna netis, HazHaubTe [P-anpeca.

8) Ha mapuipytuzarope HQ1 Ha BUpTyasbHBIX TEPMUHAIBHBIX TUHUAX ¢ 0 MO
15 nactpoiite ayrenTuukanuio ¢ ucrnoias3oBanneM RADIUS-cepsepa.

a) Hcnonwayiite Ha auHMAX vty ¢ 0 o 15 oTAenbHBINA CIMCOK METO0B C

HazBaHueMm method man

b) Tlopsimok ayTeHTH(PUKAIINN:
i) [To mpotokoiry RADIUS
i) JlokanpHas
¢) HMcmonp3yiiTe oOmuii Kirtoy CiSCO
d) Hcnonw3yiite Homepa noptoB 1812 u 1813 s ayreHTHdUKAIIMY U ydeTa
COOTBETCTBEHHO
e) Anpec RADIUS-cepsepa 172.16.20.20
f) HacTpoiiTe aBTopH3aIuio Mpu ycremHon ayreHTuukanuu
9) IIpoBeprTe ayreHTHdUKanuio no nporokoiay RADIUS nmpu ynaneHHom
noAKIroYeHu” K Mapuipytuzatopy HQ1, ucnomns3ys yuerHyto 3anuch radius ¢

MapoJieM Cisco

9) Bce ycTpoiicTBa TOJDKHBI OBITH JOCTYITHBI JIJIS YIIPABIICHUS IO MPOTOKOITY
SSH Bepcum 2.

Hactpoiika kommyTanuu

1) JIist ieHTpann30BaHHOTO KoH(purypupoBanus VLAN B KoMMyTHUpyeMOid
CETH NPEANPUATHS UCTIOJIb3YHUTE NPOTOKOI VTP.

a) B xauecte cepBepa VTP nacTpoitte SW1.

b) Kommyraropet SW2 u SW3 nactpoiite B kauectBe VTP kinueHra.

¢) Tabmuma VLAN momkHa coaepkarh CIeayIoIIe CETH:
i) VLANI100 ¢ umenem MGT.
i) VLAN200 ¢ nmenem DATA.
i)~ VLAN300 c umenem OFFICE.
iv) VLANS500 ¢ umenem NATIVE.
V) VLANG600 ¢ mmenem SHUTDOWN.



2) Mex 1y BceMH KOMMYTaTOpaMy HaCTPOMTE TPAaHKH C UCOJIb30BAHUEM
npotokona IEEE 802.1q.

a) Ilopter FO/10 xommyTatopoB SW2 u SW3, a takke mopt FO/1 kxommyTtaTopa
SW1 nomxHbl paboTaTh 6€3 UCIIOIB30BaHUs cOTNlacoBaHus. OTKIIIOUUTE MPOTOKOI
DTP siBHBIM 00pa3zom.

b) Tpank mexay kommyTtaropamu SW2 u SW3 noikeH ObITh HaCTpOeH 0e3
UCIoJib30BaHus coraacoBanus. Otkiounte nporokon DTP sBHbIM 0Opazom.

¢) Tpanku mexay kommyraropamu SW1 nu SW2, a takke mexay SW1 u SW3,
JOJKHBI OBITH corstacoBanbl o DTP, kommyTtarop SW1 nomkeH HHUIIMMPOBATD
CO3/IaHuE TpaHKa, a KoMMyTaTopbl SW2 u SW3 10JKHBI 0KU1aTh Havasa
COIrJIacCOBaHUS apaMETPOB OT COCENA, HO CAMU HE MHUIIMMPOBATh COIJIACOBAHUE.

d) Jig Bcex MarucTpajibHBIX KaHAlIOB Ha3HaubTe native vlan 500.

e) 3ampeTuTe NePEChUIKY M0 MaruCTPAJIbHBIM KaHajlaM BCE HEUCIIOIb3yEMbIE
VLAN, B Tom unciie VLANI1
3) Hacrpoiite arpernpoBaHue KaHaJOB CBA3M MEXI1Y KOMMYTaTOPaMHU.

a) Homepa mopToBbIX rpyIi:

i) 1 — mexay kommyTtaropamu SW1 (FO/5-6) u SW2 (F0/5-6);
i) 2 — mexay kommyraropamu SW1 (F0/3-4) u SW3 (F0/3-4);

b) ArperupoBaHHbIi kaHan Mexay SW1 u SW2 nomkeH ObITh OPraHu30BaH C
UCroJib3oBaHueM nporokosa cornacoBanus LACP. SW1 nomkeH ObITh HACTPOCH
B aKTUBHOM pexnme, SW2 B IaCCUBHOM.

c) ArperupoBanHbIi kKaHan mexay SW1 u SW3 nomken ObITh OpraHu30BaH C
MCIIOJIb30BaHUEM MTPOTOKOJa cornacoBanust PAgP. SW1 fgomxeH ObITh HACTPOEH B
OpEANOYTUTENBHOM, SW3 B aBTOMaTHYECKOM.

4) Kongurypatust npoTokosia OCTOBHOTO JiepeBa:

a) Hcnons3yiite nmpotokon PVST.

b) Kommyrarop SW1 nomkeH sBASTHCS KOPHEM CBA3YIOIIETO JIEPEBA B CETAX
VLAN 100, 200 u 300, B caydae otkaza SW1, KOpHEM JIO>KEH CTaTh KOMMYTATOP
SW2.

¢) Hactpoiite mopt FO/1 kommyTtatopa SW1, Takum oOpa3om, 4To pu
BKJIFOUEHHH OH Cpa3y Mnepexoiui B coctosinue forwarding He qokuasch

rnepecueTa OCTOBHOI'O ACPCBA.



5) Hacrtpotite noptet FO/10 kommytatopoB SW2 u SW3 B cooTBercTBUU ¢ L2

nuarpaMMmoi. [TopThl 1OKHBI ObITH HACTPOEHBI B PEKUME JTOCTYIIA.

6) Mexnay HQ1 u FW1 nactpoiite B3aumoaeiicteue no nporokony IEEE
802.1Q.
7) Otxmrounte untepdeiic F0/24 xommyratopa SW1 u ES mexcereBoro

skpana FW1, kotopbie uCnosib30BaiuCh J1Jisl IEPBOHAYATLHOTO KOH(DUTYpUPOBAHUS

ceTeBoit uHGpacTpykTyphl obuca HQ.

8) Ha Bcex ycTpoicTBax, OTKIIFOUUTE HEUCIIOIb3YEMBIE ITOPTHI.
9) Ha Bcex koMMyTaTopax, HEMCIIOJIb3yeMble MOPTHI NepeBeanute B0 VLAN
600.

HacTtpoiika noak/I04eHnii K rj100ajJbHbIM CETAM

1)  Toaxmouenne FWI1 k ISP1 u ISP2 ocymectisercss ¢ nomoipo IPoE,
HacTpoiTe uHTEep(EHChl B COOTBETCTBUU ¢ quarpammamu L2 u L3.
a) Ilepenaua manubix Mexay FW1 u ISP1 ocymiecTBisieTcss He TErHpOBaHHBIM
TpaduKOM.
b) IMepenaya nanHbpix Mexay FWI1 um ISP2 ocymecTBiaseTcss TerupoBaHHBIM
TpadukoM ¢ ucnonb3zoBanueM VLAN 901.
2)  ISP3 npenocrasiser L2 VPN mexay opucamu HQ u BR1.
a) Hactpoiite mepenauy mexxay HQ1, FW1 u BR1 terupoBannoro tpaduka.
b) B3aumopeiicTBre m0mKHO ocymiecTBIAThCS o VLAN 10.
3)  Hacrpoiite nmoakmodenrne BR1 k nmposaiinepy ISP1 ¢ momMoiibio mporokosia
PPP.
a) Hacrpotite Multilink PPP ¢ ncnons3oBanuem nByx Serial-untepgericos.
b) Hcnonw3yiite 1 HOMep uHTEpdeEiica.
C) He ucnone3yiite ayTeHTH()HUKALIHIO.
d) BR1 momken aBromatudecku moiydarsb aapec ot ISP1.

4)  Hactpoiite noaxitouerre BR1 k npoaiinepy ISP2 ¢ momoripio npoTokosia
HDLC.



Hacrpoiika MmapuipyTusamuu

BAXHO! Ilpu HacTpoiike MpOTOKOJOB TWHAMUYECKOW MapUIpyTHU3aIuH, OyIbTe
npeleNbHO BHUMATENIbHBI M AHOHCUPYWTE MOJCETH B COOTBETCTBUM C JUarpaMMoi
MaplIpyTH3allMK, WHAYE HE TOJyduTe Oajuibl 3a MPOTOKOJ, B KOTOPOM OTCYTCTBYET
HEe00XoauMasi MOJCETh, U 3@ TOT IPOTOKOJ, B KOTOPOM 3Ta MOJCETh OKA3aJIaCh JUIIHEH.

Takke, CTOUT y4ecThb, UTO MpoBailepbl GUIBTPYIOT MAPUIPYTHI MOJYyUYECHHBIE IO

BGP, ecnu oHU HE COOTBETCTBYIOT AMArpaMMe MapiIpyTU3aLIUH.

1) B oduce HQ, na ycrpoiictBax HQIl u FWI1 Hacrpoiite mnpoTOKOINI
nrHamudeckor Mapupyrtusanuu OSPF.
a) Bxirounte B OOHOBJICHHS MapIIPYTH3AIMK CETH B COOTBETCTBHH ¢ Routing-
TAarpaMMon.
b) HQ1 u FW1 Mexay co0o¥ JOKHBI yCTaHABIIUBAThH COCEJICTBO, TOJIBKO B CETH
172.16.3.0/24.
€) OTKJIrOUUTE OTIPABKY OOHOBJICHUN MapIIpyTH3aIMK Ha BceX nHTep(ericax,
r7ie He MPeayCMOTPEHO (POPMHUPOBAHUE COCEICTBA.
2)  Hacrpoiite nmpoTokon auHamudeckoit mapmpytuzanuu OSPF B opuce BR1 ¢
riaBHbIM oucom HQ.
a) Bxirounte B OOHOBICHHS MapIIPYTH3AIMK CETH B COOTBETCTBHHM ¢ Routing-
JarpaMMonu.
b) Ucnone3yiite MaructpansHyto o0iacts 4t GRE TyHHenen.
c) Cocencta mexxay obpucamu HQ u BR1 10/mKHBI yecTaHABIMBATHCS, KaK yepes3
kaHan L2 VPN, Tak u yepe3 3aiuiieHHbld TYHHENb.
d) Yoeaurecs B ToM, 4TO Tipu OTKa3ze BhiAeaeHHOro L2 VPN, Tpaduk Mexmy
oducamu OyneT nepenaBarbes yepes 3ammuiméHabii GRE TyHHEND.
e) OTKJIIOUUTE OTIPABKY OOHOBJICHWH MapIIpyTH3alluy Ha BCEX UHTEpdeiicax,
r7ie He MPeayCMOTPEeHO (POPMHUPOBAHHE COCEICTRA.
3)  Hacrpoiite nporokon BGP B oducax HQ u BRI nmns B3ammozieicTBus ¢
nposargepamu [SP1 u ISP2.
a) Ha ycrpoiicTBax HacTpolTe MPOTOKOJ JUHAMHUYECKOW MapmpyTu3anuu BGP

B COOTBETCTBHH ¢ TaOnuIei 1




Taomuma 1 — BGP AS

YcerpoiicTBo AS
HQ1 65000
FW1 65000
ISP1 65001
ISP2 65002
BR1 65010

b) HacrpoiiTe aBTOHOMHBIE CHCTEMBI B COOTBETCTBHH ¢ Routing-auarpaMmmon.

4)  Mapmpytuzaropsl HQ1 u FW1 momkHbl ObITh CBsI3aHbI ¢ TIOMoOIIbI0 iBGP.
Hcnonp3yiiTe uisl 3TOr0 coceAcTBa, MHTEP(ENCHl, KOTOPbIE HAaXOIATCS B IMOJCETH
30.78.87.0/29.

5)  Brxirouute B OOHOBIICHHS MaplIpyTU3aIllK CETH B COOTBETCTBUU ¢ Routing-
JarpaMMoOmu.

6) Hacrpoiite nporokon auHammdeckord MapmpyTtm3anuu EIGRP mosepx
3AIIMIIEHHOTO TYHHENS U BblIeIeHHOro kaHaia L2 VPN mexnay MapuipyTuzaropamu
HQI1 u BRI.

a) BxirounTe B OOHOBIJICHHS MapIIpyTU3allK CETH B COOTBETCTBUU ¢ Routing-

JarpaMMonu.

b) Ucnone3yiite HOMep aBToHOMHOI cructeMbl 6000.

Hacrpoiika ciyx0

1) B cereBoil HHPpaACTPyKType CEpPBEPOM CHHXPOHHU3AIMH BPEMEHHU SIBISICTCS
SRV1. Bce octanbHble CETEBBIE YCTPONUCTBA JIOJKHBI UCIOIB30BATh €r0 B KAUECTBE
cepBEPA BPEMEHH.

a) Ilepemaya maHHBIX MKy OCYLICCTBISICTCS O€3 ayTeHTH(HUKALIHH.

b) Hactpoiite BpemenHyto 30Hy ¢ HazBanneM MSK, ykaxute pasuuiy ¢ UTC
+3 gacos.

C) YOenurteck, B TOM, 4TO €CTh BCE HEOOXOUMbIC MApPIIPYThI, HHAYE TIPOBEPUTH

KOPPEKTHOCTh HACTPOECHHOM TPAHCISALUU OPTOB, OYJET HEBO3MOXKHO.

2)  HacrtpoliTe TpPOTOKON JAMHAMUYECKOH KOH(MUTYpamuu XOCTOB  CO
CJIEIYIOLMMU XapaKTEePUCTUKAMMU:

a) Ha mapmpyruzarope HQ1 mist moacern OFFICE:



) Anpec cetu — 30.78.21.0/24.
1)  Azpec nutro3a o ymoa4aHuto uarepdeiic poyrepa HQI.
1)  Anpec TFTP-ceprepa 172.16.20.20.
Iv)  Kommerotep PC1 momken nonyuats agpec 30.78.21.10.
3) B oduce BRI wucnomp3yercs ayTeHTU(UKAIUS KIUCHTOB C IOMOIIBIO
npotokona PPPoE. /lns atoro nactpoiite cepsep PPPoE na BR1.
a) Ayrentudukanus PC2 Ha cepBepe PPPoE nomkHa ocyliecTBIATBCSA IO
JIOTUHY PC2user U mapoJiro pc2pass.

b) PC2 nomxken nomny4arts ip aapec or PPPoE cepBepa aBTomaTHueck.

Hacrtpoiika MmexaHu3mMoB 6€3011acCHOCTH

1)  Ha mapmpyruzarope BR1 HactpoiiTe momb3oBaTeneil ¢ OrpaHWYCHHBIMU
paBaMHu.
a) Cosmaiite nosp3oBartenel userl u user2 ¢ mapoJieM cisco
b) HaznaubTe mosb3oBarento userl ypoBeHb mnpuBmieruid 5. Ilonb3oBareinn
JIOJDKEH HMETh BO3MOXXHOCTH BBITIOJIHATH BCE KOMAHIBI TMOJIB30BATEIHCKOTO
peXuMa, a TakKe BBITIOJNHATH TEpe3arpy3Ky, a TakKe BKIIOYATh W OTKIIOYATh
OTJIAJIKy C MOMOIIbIO KoMaH 1 debug.
c) Co3maiiTe 1 Ha3HAYBTE VIEW-KOHTEKCT sh_view Ha MoJib30BaTels user2
) Komanmy show cdp neighbor
i)  Bce xomanas! show ip *
i)  Komannay ping
Iv)  Komanny traceroute
d) Yoenurech, 4T0 MOB30BATEIM HE MOTYT BBIMOJHATH APYrde KOMAaH[bI B
paMKax MPUCBOCHHBIX KOHTEKCTOB U YPOBHEH MPUBUJICTHIA.
2)  Hamnopty FO/10 kommyTtatopa SW2, Bkitounte u HacTpoiite Port Security co
CJIEIYIONTMMU TTapaMeTpaMHu:
a) He OoJsiee 2 agpecoB Ha uHTepderice
b) ampeca MOKHBI ~JWHAMHYECKH OMNPEICNIATHCSA, W COXPAHATHCS B
KOH(pUTyparum.
C) IpU TONBITKE TMOAKIIOYCHHUS YCTPOHCTBA C aJpecoM, HaPYIIAIOIUM
MOJINTUKY, Ha KOHCOJIb JIOJDKHO OBITh BBIBEJICHO YBEIOMIICHHE, TIOPT HE JOJDKEH

OBITh OTKJIFOYEH.



Hacrpoiika napameTpoB MOHUTOPUHTA U PE3EPBHOTO KOMMMPOBAHUS

1) Ha wapmpyruzatope HQl wu wmexcereBom skpane FW1 Hacrpoiite
KYpHaJUpPOBAHHE CHCTEMHBIX cooOuieHMid Ha cepBep SRV, Brimoyas
MH(OPMALIMOHHBIE COOOIIIEHUSI.

2) Ha wapmpyruzatrope HQl wu wmexcereBom skpane FW1  Hacrpoiite
BO3MOKHOCTh yJIaJICHHOTO MOHUTOPUHTA 10 TTpoTokory SNMP v3.

a) 3amaiite Mectonosoxenue yctpoiicte MSK, Russia

b) 3amaiite konTakT adMmin@wsr.ru

c) Hcnonp3yiite ums rpymmsl WSR.

d) Cosnaiite mpoduib TONBKO s uTeHHs ¢ uMeHeM RO.

e) Hcnonp3yiite as 3amutel SNMP nmdpoBanne AES128 u ayreHTHDUKAIHTO

SHAL.

f) Wcnone3yiiTe MMs OJIB30BATENIsI: SNMPUSET U TAPOJIb: SNMPPAss
g) s nmpoBepKH BB MOXKETE HCITOJIB30BaTh KOMaHy snmp_test Ha SRV1.

3) Ha wmapmpyrusatope HQI  HacTpoiiTe pe3epBHOE  KONMHPOBAaHHUE

KOH(Urypamuu
a) PesepBHas xonwusi KOHPUTYpALMK TOJDKHA COXpaHAThCS Ha cepBep SRV mo
nporokony TFTP mipu kaxxaoM coxpaHeHnr KOHPUTYpAIMU B TaMSTH yCTPONCTBA
b) Jlns Ha3zBanus (aiina pe3epBHON KOIMHMH MCIOJIB3yHTe 1ma0oH <hostname>-

<time>.cfg

Kondurypaiius 4acTHbIX BUPTYyadbHBIX CE€TEH

1)  Mexny HQl wu BR1 mHactpoiite GRE TyHHenb cO CleAyIOMUMU
napaMeTpaMH:
a) Wcnonp3yiite B kauectBe VTI nuntepdeiic Tunnel 1
b) Mcnonw3yiiTe agpecanno B COOTBETCTBUU ¢ L3-auarpaMmmort
¢) Pexxum — GRE
d) UnTepdeiic-ncTounnk — Loopback-unatepdeiic Ha KKJIOM
MapIIpyTH3aTope.

e) ObecrieubTe pabOTy TYHHEINS C 00EHX CTOPOH Yepes nposaiinepa ISP1


mailto:admin@wsr.ru

2) 3ammTa TyHHENs 10bKHA o0ecrieunBaThes ¢ moMolisto IPsec mexxny BR1 u
FWL1.
a) Obecnieuste mmppoBanue Tobko GRE Tpaduxka.
b) Hcnonp3yiiTe ayTeHTH(PHUKAIMIO 110 00ILIEMY KITIOUY.

c) IMapamerpsr IPsec mpon3BoIbHBIC.



TOHNOJIOI'uA L1

BR1

SRV1

A ) vLoc
2) RADIUS

3) SNMIP

4) NTP

5) TFTP
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TOHOJIOI'A L3

PPPoE
192.168.2.0/24 -

0 --.L____________/
2001:A:B:ACAD::/64

2]
HDLC
22.84.4.0/30
ISP2

LoopbackO
3.3.3.3/32
2001:A:B:3::1/64

Loopback0
77.88.8.8/32

Tunnell LI

172.16.1.0/24

Loopback0
8.8.8.8/32

ISP3 L2 VPN
VLAN 10
172.16.3.0/24
2001:4::/64

30.78.87.0/29
2001:3:/64

Loopback0
1.1.1.1/32
2001:A:B:1::1/64

OFFICE
VLAN3Z00
30.78.21.0/24
2001:A:B:DEAD::/64

5) TFTP



ROUTING-AUATPAMMA

BGP AS65010

3.3.3.3/32
100.45.5.0/30
22.84.4.0/30

BGP AS65002

BGP AS65001

77.88.8.8/32

8.8.8.8/32 22.84.4.0/30
100.45.5.0/30 22.84.4.4/30
100.45.10.0/30

BGP AS65000

1.1.1.1/32
30.78.87.0/29
30.78.21.0/24
100.45.10.0/30
22.84.4.4/30




5. HPUJIOXKEHUSA K 3AJAHUTIO

IIpunooicenue 1 /[ononnumenvhvie Hacmpouxu Mooy B



Ipuiaoxenue 1
JlonoJIHMTeIbHBIE HACTPOHKHU Moy B

IHPUJIOKEHHUE

BBEJ/I[EHHE. Hacrosiluye IOTNOJHEHUS COJEpKAT ONMKMCAHWE BUIA MPEAYCTAHOBOK,
OINMCAHUE MCIOJb3YEMBIX ONEPAIMOHHBIX CHUCTEM, PEKOMEHJALMU IO BbIICICHUIO
PECYPCOB LISl BUPTYaJIbHBIX MAIIUH.

OIIUCAHME INPEAYCTAHOBOK
1. Ha SRV1 gomxHO ObITh YCTAaHOBJIEHO YeThIpe (MM MSATh) KECTKUX AMCKA:

ouH He MeHee — 25 Gb, Tpu (uetripe) — 5 Gb .

2. Bce ocranmbHbIC KECTKHE JTUCKH BCEX BHPTYAJIbHBIX MAIUH JIOJDKHBI HMETh
o0beM He MeHee 25 Gb.

3. Iociie ycTaHOBKM Ha BCEX BUPTYAIBbHBIX MalTHHAX HEOOXOIUMO BBITTOJIHUTH
crieHapui Sysprep c omueii generalize.

4. Tlocne BBITTOJTHEHUS pa60T nepe3arpys3ka CTCHA0B OCTACTCA HAa YCMOTPCHHUC

JKCIIEPTOB.

OIINCAHUE TIPUMEHSAEMBIX OITEPAIITMOHHBIX CUCTEM
HNmsa xoMnbroTEpa Onepanuonnas cucrema
DC2 Windows Server 2019 GUI
CLI2 Windows 10 Enterprise
SRV2 Windows Server 2019 Core
R2 Windows 2019 GUI
DC1 Windows 2019 GUI
SRV1 Windows Server 2019 Core
R1 Windows Server 2019 Core
CLI1 Windows 10 Enterprise
DCA Windows Server 2019 GUI

3anmanue nporectupoBano Ha 100% crnemyromux coopkax OC:
Server 2019 — 17763.379.190312-0539;
Win 10 Ent —18362.30.190401-1528



IIpumepHbIi mi1an padorsbl LleHTpa npoBeaeHUst 1eMOHCTPALMOHHOTO
sk3ameHa mo KO Ne 1.1 mo komnerennuu «CereBoe M CUCTEMHOE
aJIMMHUCTPUPOBAHUE)

IMoaroroBuTeILHBINI

JNeHb

IIpumepHoe BpeMst

Meponpusitue

08:00

HonyquHe TJIaBHBIM 3KCIICPTOM

3aaHusd ACMOHCTPAlMOHHOI'O 5K3aMCHaA

08:00 - 08:20

ITpoBepka rOTOBHOCTH HPOBEIACHHUS
JICMOHCTPAIIMOHHOTO YK3aMEHa,
3anoJIHEHUE AKTa O TOTOBHOCTH/HE

TOTOBHOCTH

08:20 — 08:30

Pacrnipenenenne o0s13aHHOCTEH 11O
MIPOBEJICHUIO IK3aMeHa MEXy YICHaMU
DKCIEPTHOU IPYIIIIbI, 3aII0JIHEHHUE

[Mpotokosa o pacnpenesieHHH

08:30 — 08:40

WHcTpykTax DKCrepTHON IPyMIIb 1O
OXpaHe TpyJa U TeXHUKEe 0€30MacHOCTH,
c6op noxnuceii B [Iporokosne 06

O3HAaKOMJICHUH

08:40 — 09:00

Perucrpanus yqacTHUKOB

ACMOHCTPAIUOHHOI'O 9K3aMCHaA

09:00 - 09:30

WHCTpyKTaX y4acCTHHKOB IO OXpaHe
TpyZJa U TeXHHKe 0€301acHOCTH, cOop

noanuceit B [Iporokose 00 03HaKOMIIEHUN

09:30 - 11:00

Pacnipenenenue pabounx MecCT
(>kepeObeBKa) U 03HAKOMIICHHUE YYACTHUKOB
Cc pabouumu MecTamu, O0OOpPYIOBaHUEM,
rpagukoM paboThl, HHOW JOKyMEHTAIUEH 1

3anonHenue [Iporokomna

Jenn 1

09:00 —09:30

O3HaKOMJIEHHUE C 3aJaHUEM U

[IpaBUIaMU

09:30 - 10:00

bpudunr skcnepron




10:00 —12:00

Brinmosnnenue Mmoayins A

12:30 — 14:30 Brimonnenue monyst B

14:30 — 15:30 Oben

15:30-17:30 Bemonuenue momymns C

17:30 - 19:30 Pabora skcniepToB, 3anonHeHNe GOpM H
OIICHOYHBIX BEJJIOMOCTEH

19:30 - 20:30 IlonBseneHue UTOrOB, BHECEHHUE

IJIaBHBIM 3KcniepToM O6amios B CIS,
0JIOKMPOBKA, CBEpKa OAJIJIOB, 3aMIOJTHEHUE

HUTOroBOIro MpoToOKOJIa




Ilnan 3acTPOHKH MJIOMIAAKH /ISl IPOBeAEHNs JeMOHCTPAIIMOHHOI0 YK3aMeHAa
nmo KO Ne 1.1 mo komnerenunu Ne 39 «CereBoe u cucTeMHOE
aJMHUHHUCTPUPOBAHME»

Komnerennus: CeTeBoe U CHCTEMHOE aIMUHUCTPUPOBAHNUE
Howmep xomnerennuu: 39
O6mas romank miomanku; 250 m?

[L1an 3acTpOVKM TUTOIIAIKHA:
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IHPUJIOKXEHHUE

Wndpactpyxrypusiid auct s KOJ[ Ne 1.1



